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Abstract This may, in turn, pave the way for new types of ser-
vices, whether these require higher bandwidth, lower per-
In recent years, wireless Internet service provideoit costs, reduced energy consumption for the mobile
(WISPs) have established thousands of WiFi hot spotsniades or higher reliance on fast-changing and locally pro-
cafes, hotels and airports in order to offer to travellingded content.
Internet users access to email, web or other Internet serfhe current, rapid deployment of hot spots reveals the
vice. However, two major problems still slow down thetrong potential of this approach. However, two major
deployment of this kind of networks: the lack of a seanproblems still need to be solved. The first problem is the
less roaming scheme and the variable quality of servisevision of a seamless roamingcheme that would en-
experienced by the users. This paper provides a respogsgrage small operators to enter into the market. This is
to these two problems: We present a solution that, on théundamental issue for the future of mobile communica-
one hand, allows a mobile node to connect to a foreigons. Indeed, without an appropriate scheme, only large
WISP in a secure way while preserving its anonymity anstakeholders would be able to operate their network in a
on the other hand, encourages the WISPs to provide grefitable way, and would impose a market organization
users with good QoS. We analyse the robustness of ggry similar to the one observed today for cellular net-
solution against various attacks and we prove by meanswfrks; one of the greatest opportunities to fuel innovation
simulations that our reputation model indeed encouragesvireless communications would be missed. The sec-
the WISPs to behave correctly. ond problem is the guarantee of a good quality of service
provision to the users.
This paper provides a response to these two challenges.
1 Introduction By appropriately unbundling the major functions of the
network, it institutes a virtuous cycle of deployment and
Wireless data services based on cellular networks, susgage: Wireless Internet Service Providers (WISP) will
as GSM/GPRS, provide users with very good coverade encouraged to deploy their network and will be confi-
However, they have several intrinsic and well-knowgtent that mobile users registered with other WESRE|
drawbacks: the offered bitrates are relatively low (and tHigy for the service they receive; likewise, users will be as-
is unlikely to change with the Third Generation), and trgured that the WISPs are under the scrutiny of all the other
deployment of new features is hampered by several fasers (including the roaming ones), and that they will be
tors such as the large size and oligopolistic behavior of tifiéormed about their degree of satisfaction.
operators, their willingness to provide homogeneous serAs we will see, the solution is relatively simple, pro-
vice, and the huge upfront investment; in addition, verded that the roles of the different entities are clearly de-
often, a user located in his home country is not allowedfioed. We describe these entities in detail, along with the
obtain service from the competitors of his home networ&ecurity protocols and the charging mechanism. In order
The deployment of wireless networks such as Wil facilitate user acceptance, the proposed solution mini-
in unlicensed frequencies makes it possible to envisiglzes user involvement: once the mobile device has been
a substantiaparadigm shift with very significant bene- initialized, it can make all decisions autonomously.
fits: much higher bandwidth network, deployment basedOne of the major goals of this work is to build up trust
possibly on local initiative, higher competition and muchetween mobile users and WISPs. For this reason, we pro-
faster time-to-market for new features.

INote that by roaming we designate the operation of obtaining ser-
*Laboratory of Computer Communications and Applications (LCAYice from different operators, and not the handoff between access points
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vide a detailed threat analysis and we show that the proin order to make sure that the mobile nodes pay for

posed protocols can thwart rational attacks and detect rtiee service they receive, we also propose a credit-based

licious attacks (we define these terms in Subsection 2.2hicro-payment scheme (see Subsection 3.1.1) that is
The rest of the paper is organized in the following wayighly inspired from the PayWord scheme [19]. Our solu-

In Section 2 we present the system and trust models dioth takes into account the fact theN is a ressource re-

we give an overview of the proposed solution. In Sestrained mobile device and therefore has much less com-

tion 3, we describe the details of the protocols. We stuguting and storage resources thia®A H or S.

the security of the protocols and analyse some interest-

ing aspects of the solution in Section 4. In Section 5, theq Assumptions

simulations are described and the results are analyzed. Fi-

nally, we present the state of the art in Section 6 and weWe make the following assumptions in this paper:

conclude in Section 7. e The public key ofTCAis known by all other entities.

e H andS can use their public keys to establish a tem-

2 System Model porary symmetric key:zs. We assume that this key
is generated prior to the execution of our set of pro-
In this paper, we consider a mobile ndd&l that wants tocols.

to connect to the Internet via a neighboring hot spot (i.e.,
a hot spot that is within its power range); we assume the® S is able to predict the QoS it can offer to a mobile
hot spot to be managed by a Wireless Internet Service node that is willing to connect to one of its hot spots.
Provider (WISP) that we denote Iy(see Figure 1)MN We will discuss this issue more in detail in Subsec-
is affiliated with its home WISHZ® with whom it has an tion 5.3.

account and shares a symmetric Kay,,;. We assume
that all the messages exchanged betwddhand H go
throughS. Note that it is possible to have = H.

e The backbone is a commodity; the rewarding of the
backbone operator should follow already established
practices and techniques, and will not be addressed
in this paper (we assume théit H andTCAhave an
appropriate agreement to have connectivity - e.g., a
flat rate subscription).

2.2 Trust and adversarial model

TCA

We consider an attacket that wants to perform an at-
Figure 1:The mobile nod&N is affiliated with a home WISPI and tack against our protocols (see Subsection 4.1 for the list

chooses to connect to the Internet via a hot spot managed by the $vISef attacks).4 can be a mobile node or a WISP. We assume
(it is possible to haveS = H). S andH are registered with the trustedthat:
central authorityTCA

e TCAnever cheats and is trusted by the other parties

All WISPs in our model are registered with the trusted  for all the actions it performs.
ey g T WISPa er anc) s ratona and et
P yp P y they cheat (i.e., perform one of the attacks presented

of the|r_ identity. . . in Subsection 4.1) only if it is to their advantage (i.e.,
In this paper, we present a reputation based mechanism . : . .
they gain something from cheating). This assump-

that, on the one hand, alloWwdN to evaluate the behav- L : .
. tion is reasonable because a WISP is typically sta-
ior of the WISPs and, on the other hand, encourages the .. o . !
: . .~ tionary and therefore it is possible to shut it down
WISPs to provide the users with good QoS. Each WISPin ... . . . .
: if it cheats; the WISP is thus likely to be motivated
our model has what we callraputation recordthat rep- S : L
i X . : by economic incentives, and would not be inclined
resents an evaluation of its behavior and that is generated ; o .
to disrupt the communication of mobile nodes (who

and signed byTCA The choice of the initial reputation : I
record of a WISP is discussed in Section 5. g(ggtdr)smply choose another WISP if this were to

3The solution works even iff does not operate access points itself. o ]
4In a “grassroots” vision, th& CAwould be a federation of WISPs, e MN may be malicious and therefore it can cheat
who join forces to centralize a few strategic functions. In a more con-  (j.e., perform one of the attacks presented in Subsec-

ventional vision, thelf'CA can be under the control of a world-wide or- tion 4 1) even if there is no gain from cheating (this
ganization much as a quality control company, a certification company, )

or a global telecommunications operatofCA can be distributed, as implicitly assumes tha¥IN can also perform rational
certification companies are, to avoid being a bottleneck. attacks).



e MN trustsH for managing its account. MN S H TCA
\ \

Reputation update time J+

e Several attackers can collude and share information
(possibly their secret keys) to perform more sophis-
ticated attacks.

Selection of
the WISP
Verifying that MN

has a valid account

Establishment and communication of the contract

ession Setup

Confidentiality of data is not an issue in our case, so we ©
do not consider passive attacks where the attacker eaves-
drops the data exchanges between two parties. Note that||[ payment1__|
this is an orthogonal issue that is easily addressed using ||| Service (part 1)
standard security techniques. :

Secure Channel.

ession

Payment 2
We consider exclusively attacks performed against the‘g|| . Service (part 2)

different phases of our protocols, meaning that we do not§ :

consider other arbitrary attacks like DoS attacks based on”

Reputation validity period

Payment

jamming for example. |__Service (part 1) |
In this paper, we want to study the effect of rational Satisfaction Level

and malicious attacks on our set of protocols. Our god 2 Payment Request

. . . 3 @ — = TS

is to make sure that our solution thwarts rational attack§, 5 Payment

detects malicious attacks and, if possible, identifies the Information

attacker.
:§ g’ Reputation update time e g)
8% i
3T °
§ ke New reputgtion record s

2.3 Rationale of the solution
. . Figure 2: The proposed solution
WhenMN wants to connect to the Internet, it identifies
the neighboring WISPsand contacts them (see Figure 2).
Each WISP sends tN an offer that contains its reputa3 ~ Proposed Solution
tion record, the QoS it proposes and the price it asks for.
Then,MN selects the WISB that proposes the best offe3.1 Basic mechanisms
and verifies its identity.S also verifies, with the help of )
H, thatMN is a valid node.MN and S establish a con- 3-1.1 Micro-payment scheme
tract, informTCAand H about it and establish a secure pq already mentioned in Section 2, the payment

session by setting up a symmetric Keys . scheme we use in this paper is highly inspired from the

This secure session is divided into parts. Duringithe PayWord scheme [19]: During the session selid,gen-
th part,MN sends a payment proof for tli¢h part of the erates a long fresh chain of paywords, w1 , ..., w, by
service andS provides that part of the service. The paychoosingw,, at random and by computing; = h(w;1)
ment proofs and the services are secured using the shéwed = n — 1,n — 2,...,0, whereh is a one-way hash
key knrs. function andn is the maximum number of payments that

At the end of the connectioMN assesses the QoS itreMN can send te' during the session. TheNN reveals
ceived, compares it to the QoS advertisedShyuring the the rootw, of the payword chain (which is not considered
session setup and inforfE€Aabout itssatisfaction level as & payword itself) t&, 17 andTCA
S also sends the payment proof(s)Howhich chargesN ~ During the sessioiMN sends ¢ , 7) to 5’ as a payment

and remunerate$ according to the received informationProof for thei-th part of the serviceS can easily verify

. ; usingw;_; that is known from the previous micro-
TCA collects the feedback about the different WISP%aymen% er fiomwo if i — 1. At the engof the service

updates perio_dically the reputation_ records according_%poviSion S contactsH and presents the last payment (
:Eg_rcggec:gd Itr:t(')(;rr??gggrc?snd provides the WISPs W', ?) it received. H verifies the validity ofw,, paysS the
Irnew reputa ' amount corresponding topaywords and charg@gN for
that amount by manipulating its billing account.
SNote that we refer to the access points using the identities of the Ve use thi_S. mi_Cmpayment scheme because it allows
WISPs that are managing them. an offline verification of the payment proofs and because




of its low computational and storage cost for the mobile Then, MN verifies the certificate and the signature of

nodes. the WISP that proposed the best offer. If the verification
is incorrect,MN checks the second best offer and so on.
3.1.2 Authentication ofMN by H We denote the selected WISP By

As stated in Section 2, all communication betw®&én 29 Verifving that MN h lid
andH goes througl. Therefore, in order to preserve thg' ' erifying that as a valid account

anonymity ofMN regarding$, we use the following au-  Before starting the sessiofi,has to make sure thiatN
thentication mechanism, that is commonly used in the -3 valid mobile node that is registered with a valid home
dustry (e.g., SecurlD [11]): WheMN gets affiliated with \wiSP. As we want to preserve the anonymity M,

H, the two parties share a random seetiat represents the verification ofMN’s identity involvesH and uses the
the input to a pseudorandom generator. The output i§@hentication mechanism described in Subsection 3.1.2.

random numbetag that is 30 to 50 bits longH keeps a e have thus the following messages exchanged:
small window (e.g., 50 entries) of upcoming tags for each

mobile node and maintains the paitag; node’s iden- MN — S : M=[H,tag,nu
tity) in a sorted database. Upon receipt of a giteyp H By, (MN, S, tag, ny)] ©)

searches its database, retrieves the pag;identity) and .
identifiesMN. In case of collision (i.e., more than one pair S—H . 5 ns, M MACy(5,M) )

contains the random numbiewg), H asksMN to send the H— S : TID, Ey,, (TID,ny, kys),
next tag value. Eys (TID, s, kus) Q)
S — MN : T]D,Ek]m,,(TID,TLM,kMs) (6)

3.2 Details of the protocols
) (3) MN sends taS a messageMV containing, in clear,
3.2.1 Selection of the WISP the identity of H, its currenttag and a freshly generated

When it wants to obtain Internet acceb\ scans the Noncen,s. M also contains, encrypted using the sym-
spectrum, identifies the neighboring WISPs and asks thB#tric keyk s, the identities oMN and S, the tag and

an offer by broadcasting the following request messagdh€ nonceny;. o
(4) S sends taH its identity, a freshly generated nonce

OfferReq = [ReqID, nys) (1) mng, the messaga1 and a MAC computed on both items
) ) » ) using the ke s.
where ReqID is the request |dent|f|t.ar' and,; is a nonce (5) H searches its sorted database, ident¥iésusing
generated by MN. Each WISH” willing (and able) 10 (he tag sent in clear (as explained in Subsection 3.1.2),

provide service at that time responds by a signed offggs up the symmetric key it shares withN and uses

Offerw: it to decrypt the rest of the message. Théhre-checks
the identity ofMN (the identity corresponding to the tag
MN : h . .
W= Offerw  Sprw (Offerw, na) where should also correspond to the identtN encrypted in
Offerw = [W, RRw, AQw, Pw, Cert(W)] (2) the message) and verifies that the WISP with whti

where RRyy is the most recenteputation recordof T intends to interact is the one that sent the message.
(signed byTCA), AQyy is the QoS it advertisés Py is If th(_a_ message _is not corredti inform_sS thatMN is
the price it is demanding for each part of the service (s@gt affiliated with it by sending a negative acknowledge-

Subsection 3.2.4)ky is its private key anCert(IV') is ment. If, on the contrary_, the message verifies co_rrectly,
the certificate of its public key’K . H generates a symmetric kéy;s that MN and S will

Upon receipt of the offer$yIN verifies the freshness ofuse later as a session key (i.e., all the messages exchanged

ny and identifies the best offer. This choice depends BﬁtweerMN and S during the session are secured using

the relative importance thafiN gives to the parameterskMS)' Then,H constructs a message containing:

Rw, Qw and Py (as shown in Section 5, these parame- , i clear, a fresh temporary identifigfID for MN

ters can depend on the applicati intends torun)and iy will use this identifier later during its interac-
should be made by a software agent to automate the pro- ;ions with S)

cess and avoid human involvement. More sophisticated
schemes (e.g., auctioning) can be envisioned in order t& TID, n,;, andkyss encrypted using the symmetric
select the best offer. key ks, and

81/ may advertise a QoS that is higher than the real QRQ1) it

is able to offer taVIN. The consequences of such a behavior are studied® TID, ns, and ks encrypted using the symmetric
in Section 5. key ks,




and sends this messageoH maintains a table contain-the public key ofTCA computes a MAC on this data us-
ing the correspondence between the temporary identifigrg the keyk,, s it shares withS and sends the encrypted
and the identities of the nodes; givaiiD, H can posi- data and the MAC t&.
tively identify the correspondeN. (10) S verifies the MAC, removes it and sendsand
(6) S decryptsEy,,,(TID, nyr, kus), verifies that the the encrypted data foCA
temporary identifier in the decrypted part corresponds to(11) TCA decrypts the data and compares the contract
the one sent in clear and compares the nonce in the @ereceived in the encrypted data with the contract re-
crypted part with the one generated k. If these ver- ceived in clear fromS. If they are identical TCA signs
ifications are correctS removesEy, . (TID, ny, kys)  the contractC using its private keykr CA, computes a
from the message and forwards the resvig. MAC on it using the symmetric ke¥,,r that is shares
MN decrypts Ey,,,, (TID, ny, kys) and verifies the with MN, and sends the signature and the MAC back to
temporary identifier and the nonce giglid. If everything S. TCAalso maintaing andk 7 in its local database.
is correct MN maintainsTID in memory. (12) S verifies the signature and if correct, it forwards
Note that if S = H, MN sends message (3) 6 and the MAC toMN which verifies it and storek,; .
H responds with message (6).

3.2.4 Service provision and payment

3.2.3 Contract establishment and communication L . . . .
The session is subdivided into parts, depending on time

During this phaseMN generates a long hash chain afr on the amount of data exchanged betwisih and S.
n + 1 elements, computed from a randomly chosen seedring thei-th part:
w, as described in Subsection 3.1.1. ThéN generates
a contracCC as follows: MN — S+ TID, wi, MACy,, (TID, w;) (13
S — MN : i-thpartof the service

¢ = [CID,wo, Rs, AQs, Ps] MACy,,. (i-th part of the service) (14)
where CID = [TID, S, H] is the contract identifier and
wy IS the root of the hash chain.

ThenMN andS inform H about the contract:

(13) MN sends tdS its temporary identity TID, the-th
PayWordw; and a MAC computed on both items using
the keykj;s.

MN — S : C,MACy,(C), MACy,, (C) (7) h((lé)l) S verifie?] thez _valrildity ofw; bﬁ/ crrllfeckin_g thatOI
) w;) = w;_1, whereh is the one-way hash function use
§—H : C,MACy,,(C), MAC,,(C) (8) by MN to generate the chain. If it is correc, provides
(7) MN sends the contraet to S, together with two MN with thei-th part of the service.
MACs computed or” using the symmetric keyis,;s and
kmn, respectively. 3.2.5 Sending the payment request

(8) S verifiesC and MACy,,,(C) and if they are cor-
rect, it computes a MAC o’ using the symmetric key
kug it shares withH. Then,S sends taHd the contract’
and the MACs computed withg,, andkys. H verifies
the MACs and, if they are correct, it stores the cont(act

MN and.sS also informT'C' A about the contract:

At the end of the sessiot, sends toH a payment re-
guestPRthat contains, encrypted usikg; s, the contract
identifier CID, the last hash value, it received fromMN
and the numbef of provided service part®?R also con-
tains, in clear, the identity of so thatH is able to retrieve
the symmetric keyey s.

MN — S EPKTCA(C,kMT,pad),
MACy,s(Epk o4 (C, kyr, pad)) (9)
S — TCA : C,Epgy,(C,kyr,pad) (10)  Upon receipt oPR H verifies the validity ofw, as ex-

) plained in Subsection 3.1.1, retrieves the prigefrom
TCA—= S & Sprros (€), MACh, (C) (11) the contract, rewardS for the ¢ parts of the service, and

S—MN : MAC,,(C) (12) chargesMN. H is also remunerated (see details in Sub-
section 3.3).

PR =[S, CID, wy, t, MAC}, (S, CID, w(¥5)

(9) MN generates a fresh symmetric kéy,;r that
MN will use later to encrypt data forCA (see Subsec- ) _ )
tion 3.2.6). In order to prevent the key retrieval by ap-2-6 Sending the satisfaction level
attackerMN uses the probabilistic encryption by append- st the end of the sessiolN generates aatisfaction
ing to the key a pseudorandomly generated bitstpad levelmessages! as follows:

(the length on the bitstring depends on the encryption al-
gorithm used). TherMIN encryptsC, k,ss andpadusing Sl = [Eky, (CID, QoSEvalg, cip, we, {)] (16)



QoSEvals crp is expressed byIN and compares to what e
extend the QoS it obtained during the session is complaint
with the QoS announced kyin the offer. k7 is the key
MN shares witiTCA

Then,MN reports on itsatisfaction leveto TCA *

MN — S
S — TCA

TID, Sl, MACh,,;(TID, SI) (17)
S, CID, wy, ¢, S,
Spig (S, CID, we, ¢, SI) (18)

(17)MN sends tcs its temporary identifieTID, Sldata
and a MAC computed on both items.

(18) S verifies the MAC. If it is correctS generates a
message containinglID, wy, £ andS|, signs it and sends
the message and the signaturd @A

TCAverifies the signature and retrieves the key it shares
with MN (using CID). ThenTCA decryptsS|, compares  *
the CID, wy, £ in the encrypted data to those received in
clear fromS and if they are identicall CA considergQo-
SEvalas a valid feedback. ThenCA informs H that it
correctly received the feedback:

TCA — H : Ack,S,CID,

SPKTCA(ACk, S, C[D) (19)

(19) H verifies the signature and retrieves the identity *
of MN (using CID). Then, H remuneratedMN a small
amount of money, which is meant to encourage the mo-
bile nodes sending the reports.

3.2.7 Updating the reputation record

TCAcollects the information about the satisfaction lev-
els for a given period and then, at tiheputation up-
date time TCA updates the reputation record of each
WISP, signs them and informs the WISPs about their n
records. The new reputation record depends on the old

During the secure session wify MN sends (v;, )
to S as a payment proof for theth part of the ser-
vice.

H remunerateMN a small amount when it re-
ceives fromTCAthe confirmation thaMN reported
on its interaction withS.

If, at the end of the sessioMN moves away from

S (and therefore cannot send the feedbackS)iait

is still possible forMN to report on its satisfaction
level to TCAvia another WISPV: W includes its
identity in message (18) and signs the message using
its own private key.TCAthen verifies the signature
and informsH in message (19) about the identity of
W. ThenH gives bothMN andW a rewardk /2.

At the end of the session§ sends toH the last
payment proof,, ) it received fromMN. H veri-
fies the validity of the payword,, chargesMIN the
amountPs * £ corresponding to thé parts of the
service and reward§, using a well-established e-
payment technique, the amoliits x ¢ — <. If TCA
receives no report frorMN, ¢ is handled according
to some policy (e.g. it can be distributed to charity).

The home networkH is also remunerated. This
can be done e.g., iIMN pays a flat monthly sub-
scription A or if MN pays an amouni per session.
The two approaches are equivalent if we consider
that a = A/nbSessions where nbSessions repre-
sents the average number of sessions established by
MN during one month. For sake of simplicity, we
consider the second approach in this paper. A nu-
merical example is given in Section 5.

Security assessment

one and on the collected information. An example is giv% 1 Attacks

in Section 5.

TCA considers the absence of feedback as negativen this Subsection, we identify the attacks that an at-

feedback. IndeedJCA knows that a session has beetackef .4 may want to perform against our protocols (see
established betweeMN and S and thatH is the home Subsection 2.2 for the trust and adversarial model). We
WISP of MN (see Subsection 3.2.3JCAis thus waiting identify the following attacks that are specific to our solu-

for the report fromMN about its interaction wittf, and tion:

not receiving it within a “reasonable” time is considered

as bad feedback. e Publicity attack: In the offer it sends tbIN, S ad-

vertises a QoS that is higher than the real QoS it can

: . ffer.
3.3 Charging and rewarding model oner

In this subsection, we summarize the charging and e Selective publicityattack: S performs the Publicity
' attack with a specifid/N.

warding mechanism we use in this paper:

. . . 7As already mentioned, is the rewardVIN receives if it reports on
e During session setup/N generates a chain of payis satistaction level t§CA

WordSwO, WY g eeeyWhy s 8As mentioned in Subsection 2.4,can be a mobile node or a WISP.



e Denigrationattack: MN receives a good QoS fromSelective publicity attack: The anonymity of the mo-
S but pretends the contrary by sending a negative tgle nodes prevents (if S # H) from performing the
port on the satisfaction level or by not sending thReublicity attack against a specifidN. The only possible
report at all. selection would be based on the home network (i%.,

performs the Publicity attack with all théNs affiliated

e Flattering attack: MN sends systematically a goodyith a given home network)S gains nothing from this
feedback abouts’s behavior toTCA This attack attack and thus' will not perform it.

makes sense particularly$f = H.

does not transmit it t&§ CA the satisfaction levelld will not give it thee reward and

TCA will consider the absence of feedback as negative
e Service interruptiorattack: S receives thé-th pay- feedback. Therefore, this attack is not rationalNtx.
ment proof fromMN but does not provide the corre- Soitis more interesting fdvIN to send a negative feed-
sponding part of the service. back instead of not sending the report at all: The effect of
the attack is the same and at lelit will get paid for the
* Refusal to papttack:MN does not send thieth pay- sending. But this attack is still not rational. Indeddiy
ment toS. gains nothing from sending a negative feedback instead of
a positive one (the cost of the sending remains the same).
TSuch behavior is thus purely malicious.
This attack is not harmful for the WISP, unless it is per-
rmed systematically and by a high number of colluding
We also consider general attacks such as: attackers. Howevell CA can statistically detect it if the
following events happen frequentty
e Packet droppingattack: .4 drops a message it is

asked to forward or discards a message it is asked 1neMNs affiliated withH always pretend that they
to generate and send. received a bad QoS from a given WISP (from a

given hot spot managed by that WISP), whereas
e Filtering attack: A modifies a packet it is asked to ~ many otheMNsreport on a good QoS on that very
forward or generate. WISPY, As the selective publicity attack is not pos-
sible, this situation is suspect.

¢ Repudiatiorattack: S or MN retracts the agreemen
it has with other party (e.g§ asks for higher price
than agreed on when the contréttvas established). fo

e Replayattack: A replays a valid message that was
exchanged between two legitimate parties. e H never receives reports fromNs affiliated with i
about the sessions they established ith
We do not consider the case wherdal is compro-
mised but not duplicated (e.g., the the mobile device in® TheMNs affiliated with/ pretend that the QoS was
stolen): Well-established mechanisms (e.g., blocking the bad but at the same time the duration of the session

node’s account) can be used in this case. and the amount of data exchanged prove that the QoS
was good?.
4.2 Security Analysis Note that this attack comes with an important cost: if

. . . an attacker4 wants to alter the reputation 6fby parking
In this subsgctlon, we will analyse the robustness of OrWisbehaving nodes close to the hot spots manage! by
protocols against these attacks. A should own many devices and devote them to the attack.
Note also that this colluding attack may harm very small

Publicity attack: If S does not provideVIN with the WISPs (with few number of hot spots) - if the attacker

promised QoSMN will send a negative report ttCA pays the price - but it is much too costly against WISPs

If this attack is repeated, the cumulation of the negatiwdth hundreds or thousands hot spots.

reports will affect the future reputation records f If 5 _ _ _

on the contrary, this attack is performed rarely, it will not "€ higher the number of events is, the more accurate the detection
. . . 1s. Note that statistical detection techniques do not hold if the majority

affect much the reputation 6fbut .S gains almost nothing of the nodes are misbehaving, which is not likely to be the case in WiFi

from performing this attack; a$ is rational, it will not networks.

perform this attack. 101 order to have more accurate detecti@iGA can consider each

: I " access point of the WISP separately.
The same reasoning holdsSE £ with, in addition, the 11TCA knows the rootwg of the hash chain from the contract and

possibility for MN to punish by choosing another homenowsay, i1 from the report; it can therefore estimate the mount of data
WISP. exchanged betweeaviN andS.




Flattering attack: It is not rational forMN to send a otherwiseTCAwill not send the message 11 and the ses-
positive feedback if it receives a bad QoS fromunless sion setup will not terminate. Therefore, once the session
it has an incentive to do so (e.dgf,remunerate$/N for is establishedyIN and.S cannot retract their agreement.
the reports). To preventS or MN from sending a correct information
This attack improves the reputation of the targetéd TCAbut nottoH, we can also require a response from
WISP only if it is performed systematically and by a higi! to establish the session.
number of colluding attackers. The detection mechanism
can be similar to the one proposed for the Denigration @acket dropping attack: If a message is not generated
tack. or is dropped during session setup, the secure session will
However, a specificity of this attack resided in the faciot be established. ll= MN (i.e., MN does not gener-
that H can create “virtual™MNs (i.e.,MNs that have an ate messages 1, 3, 7 or 9), it will not be able to connect to
account but are not necessarily real devices), emulate abie Internet but does not harsh If A= S, it will not pro-
nections with them and make them systematically sevide the part of the service tdN; MN will select another
positive feedback. This leads to a cost that is much lowgiSP andS would lose an opportunity for revenue.
than the cost of the Denigration attack Bi@Acan detect  If during the secure session, the payment proof or the
it if (i) the MNs affiliated with H rarely connect to for- part of the service is not generated or is dropped, the entity
eign WISPs (or at least much less than average) or if (iijat is waiting for it asks for retransmissions (if needed
H is not rewarded for the connections it established wigigveral times). If it does not receive the message, the se-
a high number oMNs affiliated with it (if we assume thatcure session is closed.
this information is available td CA). If S does not forward the satisfaction levelMdN, it is
equivalent to the denigration attack (see Subsection 4.2).

Report dropping attack: I S expects a negative feeds If S does not generate the payment request and sends it

back, it may want to drop the report on the satisfacti5%a|r_:s(li\fef§3%2c}%ﬂ|,t\lvw" not get rewarded for the service
level instead of transmitting it tdCA But as the absence” P '

of feedback counts as negative feedback, this droppin%]t _
Filtering attack: The messages exchanged between the

does not helpS. Furthermore, the report may be posi-! e .
tive: Assuming that the feedback is defined between vdifferent parties in our protocols are cryptographically

uesminRepand maxRep hot receiving the report corre-Protected, using MAC computations or digital signatures.

sponds to a feedback afinRep This attack is therefore Therefore, any modification of a message will be detected
not rational fors. at the receiver. Therefore, tampering with a message is

equivalent to not sending the message at all (an incorrect
message is discarded) and it is treated in the same way
Service interruption attack:  If S refuses to provide the (see thePacket droppingattack).
i-th part of the serviceMN will keep asking for it (by

sending again theth payment). After a predefined NUMReplay attack: During session setup, the messages ex-

ber of retransmission requestN will end the session, changed between the different entities (Messages (2) to

which prevents5 from providing more service parts (angg)) are protected using nonces: the delayed messages are

thus earning more money) and at the same time affects §ag8acted and discarded.

satisfaction level oMN. During the secure session: the payment proofs and the
If nevertheless, we want to prevesifrom receiving the parts of the service arrive in sequence; a replay is imme-

i-th payment without providing theth part of the service, diately detected and discarded.

we can use the payment system presented in [5]. During session closing, the payment request (Mes-

sage (15)) and the satisfaction level (Messages (17) and
If MN does not send theth (18)) are expected only once; a replay is immediately de-

Refusal to pay attack: .
tected and discarded.

payment,S will not provide thei-th part of the service
and the session will end (after a predefined number of re-

transmission requests). This attack is then not rationaldit3 Overhead
preventdMN from receiving the service part but does not

In this subsection, we evaluate the computation and
harms.

communication overhead of our solution for a mobile

node. We consider only the mobile node because it is
Repudiation attack: This attack is not possible becausthe only entity that is severely ressource restrained and
H andTCAreceive the contraaf’ from bothMN and.S because in this way we cover all the wireless communica-
(Messages 8 and 10). The two copies should be identid¢alns.



4.3.1 Computation overhead We consider the example wheléN is downloading a
g the diff h ¢ | 1 MB file. The file is divided into 1 KB packets and each
During the different phases of our protocols, we Uk packets represent a part of serviée={ 20 parts of

symmetric key and public key cryptography primitives Qervice in total). Using the values of Table 1, an end-to-
secure the message exchange and to correctly authentigﬁbesession betweeviN and S represents an overhead

the different parties involved in the communication. r MN, of 18337 bytes, which represents an overhead per

minimize however the use of public key cryptography, e acket of around 18 bytes (i.e., less than 2% of the packet
pecially by the mobile nodes, to reduce the computati &e).

cost of our solution.

Hence, MN uses public key primitives only for two
messages: it verifies the certificate, the signature and He Reputation mechanism assess-
reputation of the WISP it selects (Message 2) and it en-
crypts a message fGiCA (Message 9). For all other mes- ment
sagesMN uses symmetric key cryptography primitives:
5 + 2¢ MAC operations { being the total number of ser-
vice parts), 2 symmetric key encryptions and 1 symmetH

Our solution motivates the different players to partici-
gte in the reputation mechanisms. Indeed:

key decryption. e W is motivated to provideMN with the QoS it
Public key operations are also used in the message ex- promised because otherwise the feedbadWfwill
change betweehMCAand the two WISP$ and H (Mes- be negative (see the analysis of Bublicity attack in

sages 11, 18 and 19). It is however possible to commute Subsection 4.2).
them into symmetric key operations, if we assume fat ) ) o . .
and TCAestablish a symmetric key when they first begin ® MN is motivated to report on its interaction with’
their interaction. because it receives a refund

Note that the existence of a tamperproof resistent hard
ware atMN is not necessary for the good functioning of
our protocols, but it may be a good solution for protecting
the long term symmetric kel s thatMN shares withA . However, we want also to study the effect of the repu-
tation mechanism on the behavior of the WISPs, i.e., the
QoS they effectively offer to the mobile users. We there-
fore implemented our set of protocols using ns-2 simula-
Table 1 provides reasonable values of the size of ttoa [10].

‘e IV is motivated to forward the report (see the analy-
sis of theReport droppingattack in Subsection 4.2).

4.3.2 Communication overhead

different fields appearing in our protocol. Using these simulations, we want to verify that:
Field Name || ReqiD | 1Ds | nar.pad | w; | ¢ e The WISPs felre encouraged to provide the MNs with
Size (bytes)|| 4 | 16 20 20 2 agood QoS;
Field Name | MAC | PK | QoS,P,R| k | tag e The WISPs are discouraged from advertising a QoS
Size (bytes)|| 16 | 150 1 16| 6 that is different from the QoS they can really offer;

Table 1: Size of the fields used in our protocol e It is possible for a WISP that has a bad reputation
record to improve its reputation.

ReqIDis encoded on 4 bytes to reduce the risk of usir;r.?g 1 Simulations setu

the same identifier for two different requests. The identi~ P

fiers of the WISPs and the nodé$’( #, S, MN andTID) 51.1 Decision making at MN

are encoded on 16 byte (assuming e.g. an IPv6 format). ) )

The paywordsy; are encoded on 20 bytes (assuming e_g_Durmg the WISP selection phadéN receives several
SHA) and the QoSAQ and QoSEvad), the reputatiorR offers from the WISPs. For each offéffery,, MN com-
and the priceP are encoded on 1 byte (which is enougRUtes a valuey = Repy, - AQy, - Py Itthen deter-
to encode values between 0 and 100). The symmeffin€SDs = mazw Dw and selects the WISP.

Keys ks, ks, kurs andkyr are encoded on 16 bytes o p., - is the reputation of the WISH': Itis a value
(128 b|t_s) and the public keys are encoded on 150 bytes betweerminRep-0 andmaxRep100.

(assuming e.g. RSA, see [13]). We encode the nenge

and the pad on 20 bytes, tha&g on 6 bytes (see Subsec- e AQ isthe QoS advertised By : For sake of sim-
tion 3.1.2) and MAC on 16 bytes. Finally, we encadn plicity, we also assume that it is a value betwegn-
2 bytes to support long sessions. Q0S=0 andmaxQo0$100.



e Py is the pricelV is demanding for each part of thes.1.3  Satisfaction level report

service. _
At the end of each session, MN evaluates the real QoS

e The exponent&' /8 andfy are parameters that depena received fromS. There can be different levels of sat-
onthe app“caﬂoMN is running and that are used tdeaCtion for this evaluation. We prOVide here a Simple
emphasize the importance of the variabl&y(,,, €Xample based on packet counting:
AQw or Py). We consider as an example the two nbPkts — nbRetReg

following applications: = .
gapp RQs = maz(0, — Phts maxQoS)

— Chat The user is most likely to choose th\E/:vhereankts is the total number of packets it receivéd

WISP that asks for the lowest price. Therefor . o .

we seto, 3 and~ to 2, 1 and 3, respectively. T:Z(rjntg g(lizbs?emeq is the number of retransmissions it
— File transfer: The user is most likely to choose Then, MN compare®(Qs to AQg by computing:

the WISP that offers the highest QoS. There-

fore, we setn, 3 and~ to 2, 2 and 1, respec- RQ)s

. Eval =—
tively. QoSEuals,crp AQg

Note that: 5.1.4 Reputation records update

e In order to minimize the human involvement, the TCA updates the reputation records every 2000 sec-

user should set the parameters; and~, for each onds. The new reputationewReps of S is computed as
family of applications, once and for all. However, hggjiows:

should have the possibility to modify them if needed.

SEval
gewReps =X-Reps+ (1 —A)- > cip QoSEvals cip

nbSessionsg

e The traffic model (i.e., the frequency at which th
packets are sent fro§ to MN) is the same for

the three applications. The only difference is in th&here Reps is the current reputation df, nbSessionsgs
choice of the parameters 5 and~. is the number of sessions established$h{and already
closed) during the last 2000 seconds gndbacks is the
o If two (or more) WISPs have the sani®; , one of sum of allQoSFEwvals received over all these sessions (the
them is selected at random. absence of feedback is considered as negative feedback,
i.e., QoSEvalg = 0). X represents the “weight of the
More sophisticated utility functions can include criterigast” and is set tad /2 in our simulations.

such as the minimum QoMN is expecting or the maxi-  Note that if S advertises a QoS that is lower than the

mum price it is willing to pay. real QoS it offers (i.e., 4Qs < RQs), we will have
QoSFEvalg > mazRep, which may lead to a new repu-
5.1.2 Service provision and QoS tation that is also higher thamaxRep. If it is the case,

TCAkeepsnewRepg as it is in its database but sendsSto

The real QOSRQs received byMN can be differ- g new reputation record equal taazRep.
ent from AQs (the QoS advertised by during session
setup). . : .

During the implementation of our set of protocolss,'l'5 Simulation environment
we represented the behavior 6f whose real QoS is we consider a network of 5 WISPs and 50 MNs. The
RQs,0 < RQs < 100 as follows? Each timeS has to \WISPs are numbered from 1 to 5 and for each WISP, we
provide a “part of servicé® to MN, it sends it with a prob- define the advertised QoS, the real QoS and the price it
ability RQs/100. If MN does not receive the packet, iksks for each part of the service. We initialize the repu-
sends a retransmission requesbtoAfter 4 unsuccessful tation of the WISPs tonazRep = 100. MNs and WISPs
retransmission requestd|N closes the session with. are statié® and each WISP is a home WISP for 10 MNs.
The time during whictMN is waiting for the packets andgach simulation lasts for 50000 seconds and the reputa-
asking for retransmissions represents a delay that justifigs updates are made every 2000 seconds.
the decrease of the QoS offered 8y We consider that a WISH is:

12As mentioned in Subsection 5.1.1, we assume ihiaQo$0 and 14In the special case whergéh Pkts = 0 (i.e., MN receives no packet
maxQo$100. from S), we haveRQgs = 0.

13For sake of simplicity of explanation, we consider in our implemen- 15All MNs are within the power range of all WISPs, it is therefore
tation that the provider sends one part of service per packet. useless to consider mobility in this case.
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e “honest” if it advertises the real QoS it is offering  Scenario 3.1: The initial reputation of WISP 1
(i.e., RQw = AQw), equals the one of the other WISPs
(Rep; = maxRep = 100 because the WISPs

e “misbehaving” if it advertises a QoS that is higher are honest)

that the real QoS itis offering (i.eRQw < AQw),
Scenario 3.2: The initial reputation of WISP 1

e “modest” if it advertises a QoS that is lower than the is lower than the one of the other WISPs
real QoS itis offering (i.e.RQw > AQw). (Rep; = 50).
We conducted three sets of simulations to study three Scenario 3.3: The initial reputation of WISP 1
aspects of our solution: is lower than the one of the other WISPs
(Rep; = 50) but WISP 1 asks for a lower

Set 1: We want to study the reaction of the network if
all the WISPs are honest but offer different QoSs:
WISPs 1, 2, 3, 4 and 5 advertise and offer QoS = 60,
70, 80, 90 and 99, respectivély We consider the 5.2  Simulation Results
two following scenarios:

price.

We run 10 simulations for each of the scenarios listed in
Scenario 1.1: All the WISPs ask for the same priceSubsection 5.1.5. Each WISWF is characterized by the
At the beginning of a simulation, we assign teriplet (AQw , RQw, Pw) (See the legend in Figures 3 to
eachMN, with equal probability, one of the two11). The results are the following:
following applications: chat or file transfer (see

Subsection 5.1.1). Set 1: The results of Scenario 1.1 show that if all the

Scenario 1.2: The WISPs ask for prices that areviSPs ask for the same price, almost all the users select
proportional to their QoSsHy ~ RQw). We the WISP that offers the best QoS (WISP 5 in Figure 3).
expect the choice of the application to have arhe other WISPs (mainly WISP 4) can occasionally have
effect on the results, so we run 3 sets of simulgeme clients because the randomness introduced for the
tions; one for each kind of application (i.e., alservice provision at the WISPs (see Subsection 5.1.2) may
the nodes run that application). lead to a slight decrease in WISP 5’s reputation.

Set 2: We want to study the reaction of the network to the
presence of misbehaving WISPs and modest WISF |
WISPs 1, 2, 3, 4 and 5 advertigg) = 60, 70, 80, 90
and 99, respectively; but all of them off&r) = 80.
We consider the two following scenarios:

=
o
S

=

o

S
T

~&~ WISP 1 (60,60,15
—— WISP 2(70,70,15
—+ WISP 3 (80,80,15
—A— WISP 4 (90,90,15
—5- WISP 5 (99,99,15

®
S

@
S
T

mber of parts of service

Scenario 2.1: All the WISPs ask for the same price.
At the beginning of a simulation, we assign tcz
eachMN, with equal probability, one of the fol- |
lowing applications: chat or file transfer. ol s ee bt o o o

Scenario 2.2: The WISPs ask for prices that are Updating periods
propomonal to .thell‘ QOSSF(W,N RQW) We Figure 3:Scenario 1.1: All the WISPs are honest and ask for the same
expect the choice of the application to have afjice. Therefore, WISP 5, which offers the highest QoS, eventually gets
effect on the results, so we run 3 sets of simulanost of the users.

tions; one for each kind of application (i.e., all
the nodes run that application). The results of Scenario 1.2 show that if all the WISPs

offer different QoSs and ask for different prices, the
Set 3: We assume that all the WISPs are honest, offer thgoice of the users depends on the application they are
same QoS and ask for the same price. At the Bgmning; e.g., if the nodes run a chat application (see
ginning of a simulation, we assign to ealdN, with  Figure 4), the majority of the nodes choose the WISP 2
equal probability, one of the following applicationsyhereas if the nodes run a file transfer application (see
chat or file transfer.We want to study the effect qfigure 5), the majority of the nodes choose the WISP 5
the initial reputation of a WISP that opens its sefhat offers the best QosS.

vice. We assume that the newcomer is WISP 1 andote that in Scenario 1.2, nodes running the chat appli-

ui

IS
S

we consider the three following scenarios: cation do not choose WISP 1 even if it offers a lower price
5We do not consider the case whefg) = 100 because such at[han WISP 2. By analYZing the data,_ we re_a_lized tha_t this
perfect case is probably not possible in real life conditions. is because the reputation of WISP 2 is significantly higher
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than the one of WISP 1, which is caused by the randor *°[ o WISP 1(50,80.15
—+— WISP 2 (70,80,15;

ness introduced, for the service provision, at the WISF 1 -+ se s Gonis
(see Subsection 5.1.2). 80,

—E- WISP 5 (99,80,15,
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Figure 6: Scenario 2.1: All the WISPs ask for the same price. The
only honest WISP, here WISP 3, eventually gets most of the users.

Updating periods

) . o has a very good reputation. The majority of the nodes
Figure 4: Scenario 1.2: All the nodes run a chat application. Th%nning a file transfer application (see Figure 8) choose

choose WISP 2 which asks for a low price and at the same time h .
good reputation. AMISP 3 because it offers the best real QoS.
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Updating periods Figure 7: Scenario 2.2: All the nodes run a chat application. They

i choose WISP 1 because it asks for the lowest price and at the same time
Figure 5: Scenario 1.2: All the nodes run a file transfer applicatiomas a good reputation.

They choose WISP 5 because it offers the best QoS.

These results clearly prove that: Le0r = WEF I 0080
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Set 2: The results of Scenario 2.1 show that if all the . 5
WISPs ask for the same price, most of the users select1 % ¢ o855 o s froeee i s=bras-ga o8
WISP that offers the best real QoS (WISP 3 in Figure 6). o penecs
Modest WISPs (here WISPs 1 and 2) and misbehaviRgjure 8: Scenario 2.2: All the nodes run a file transfer application.
WISPs (here WISPs 4 and 5) are selected much less oftémy choose WISP 3 because it offers the best real QoS.

Note that the mobile nodes have no direct indication
on the real QoS of the WISPs. They are however ableThese results clearly prove that the WISPs are discour-
to correctly evaluate the behavior of the WISPs becaw@ed from misbehaving (i.e., to advertise a QoS that is
the correspondence between the advertised QoS andhigger than the real QoS they can offer) and from being
real QoS is taken into consideration in the updating of theodest (i.e., advertising a QoS that is lower than the real
reputations. QoS they can offer).

The results of Scenario 2.2 show that almost all the
nodes that run the chat application (see Figure 7) cho&@st 3: In Scenarios 3.1 and 3.2, all the WISPs offer the
WISP 1 that offers the lowest price and at the same tirmame QoS and ask for the same price.
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The results of Scenario 3.1 show that if WISP 1 has **[
when it opens its service, the same reputation as the ott *“°r
WISPs, it has more or less the same probability to gig 2|
clients as others do (see Figure 9).

100 ~5- WISP 1(90,90,5)

—— WISP 2 (90,90,15)
80 —+ WISP 390,90,15)
—A— WISP 4 (90,90,15)
—5- WISP 5 (90,90,15)

160

~6~ WISP 1 (90,90,15)
1401 —— WISP 2 (90,90,15)
—# WISP 3 90,90,15)
~A~ WISP 4 (90,90,15)
—5— WISP 5 (90,90,15)

Number of parts of se

Updating periods

60 .
Figure 11: Scenario 3.3: WISP 1 has, when it opens its service, a
lower reputation than for the other WISPs but it asks for much lower
price; it eventually gets all the clients.
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mazRep, not to oblige them to lower their pricEs
Figure 9: Scenario 3.1: WISP 1 has, when it opens its service, the  If afterwards they do not offer a good QoS or if they

same reputation as the other WISB& = 100); it has more or less misbehave, they will be punished as we showed in
the same probability to get clients as others do. L .
the previous scenarios.

The results of Scenario 3.2 show if WISP 1 has, whene if the reputation of a given WISP decreases because
it opens its service, a reputation that is lower than the rep- it misbehaves, this WISP is still able to reintegrate
utation of all other WISPs, it has no chance to get clients. the network. However this reintegration comes with

(see Figure 10). a cost (i.e., asking for a price that is much lower than
usual).
160
&~ WISP 1 (90,90,15)
1401 —— WISP 2 (90,90,15) .
% wisp a @0y 5.3 Prediction of the QoS offered by the
120 &~ WISP 5 (90,90,15) WlSP
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In Subsection 2.1, we assume tltais able to evaluate
the QoS it provides to the mobile nodes; in the simplest
implementation, this QoS would be limited to the mean
bitrate; more sophisticated solutions would consider ad-
ditional parameters such as the provided peak rate, the
Updating periods maximum delay, and the maximum delay jitter; this would

. _ , _ __be notably the case with IEEE 802.11e [12]. Indeed, the
Figure 10: Scenario 3.2: WISP 1 has, when it opens its service, a ) ration of our protocols requiredo be able t
lower reputation than for the other WISPs; it has no chance to get clierng.Ope operation ot our protocols requ 0 be able 1o

predict the QoS that it will be able to offer (see the results
In Scenario 3.3, all the WISPs offer the same rogthe second set of simulations in Subsecho_n 5.2).
.To the best of our knowledge, there is no well-

and all of them, except WISP 1, ask for the same price;, .. u o . .
WISP 1 asks for a much lower price (3 times less than f%?tab“s’hed QoS “prediction” technique in CSMA/CA

the others). The results show that by decreasing the pﬁ(,eéwork' We propose the following, statistics-based so-

it is asking for, WISP 1 can “reintegrate” the network anlb't'on: while it operatesy’ maintains:
get the clients. e the history of its connections with the mobile nodes,
Note that even if according to the results WISP 1 gets
almost all the clients, it is not interesting for it to keep e the QoS it was able to offer to them, and
the price very low because it will probably not cover its
expenses; lowering the prices can therefore be consi
ered a way of “launching” (if the initial reputation is not
mazxRep) or of “redemption” (if the WISP damaged its
own reputation because it misbehaved).
These results clearly prove that:

@
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d® the conditions under which this QoS provision was
possible, such as (i) the number MiNs served si-
multaneously per hot spot; (ii) the number of neigh-
boring access points (i.e., taking interference into ac-
count); (iii) the period of the day (e.g., peak hours,

o ) 17A WISP trying to cheat by changing its identity would be detected
¢ the initial reputation of the WISPs should be set tay the TCA (because it has to register with it each time).
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etc.); (iv) the period of the year (e.g., working day, service providers i.e., they assume that the service

week-end, holidays, etc.). providers provide the users with a good quality of
. . i _ _ service, which is far from being guaranteed in WiFi
Using this information,S predicts the QoS it can offer. networks.

It can then for example decide to what extent it wants to
“overbook” itself. This QoS prediction can be combined
to the use of a Differentiated Bandwidth Allocation simi-
lar to the one proposed in the CHOICE architecture [2].

In [3], the authors consider also the problem of inter-
operability between the WISPs and use a reputation
system to foster good QoS provision. However, their
solution differs from ours in two main points. The
6 State of the art first difference is the trust model: The authors con-
sider that even ifH is itself a WISP, it plays only
the role of a home network and is trusted by all other
parties. On the contrang is considered as rational
(i.e., it can cheat if it is beneficial). We think that this
assumption is inconsistent becaugean be a home
WISP for some nodes but, at the same time, a for-
eign WISP for other nodes; assuming that it will be
rational and honest at the same time makes no sense.

like e-Bay. Reputation mechanisms are also used to The second differerjce is in the Cont_ent of the paper:
foster cooperation in peer-to-peer networks [7] orin I [3], the authors (i) present the rationale of the so-
ad hoc networks [4, 14]. |l.,!tI0n but do not present the details qf the prptocols;
. (ii) due to the absence of the security details, they
But, from all these studies, we cannot draw a clear resent only a rough analysis of the security offered
conclusion about the eff|C|e_ncy of reputation sys- by their solution; finally, (iii) they do not evaluate
tems; each of these mec;hamsms should thus be ana- {pejr reputation system.
lyzed on a per-case basis.

Reputation-based systemsThese systems are mainly
used to build trust and foster cooperation among
a given community. The efficiency of reputation
mechanisms have been widely studied in various
fields and with different approaches. Studies such
as [8, 17, 18] consider the effect oflinereputation
systems [6] on e-marketing and trading communities

Roaming in WISPs: The deployment and success of
WiFi networks is slowed down by the lack of inter-
operability between WiFi providers (also callizdg- .
mentationproblem [15]): A client that has an ac-7 Conclusion
count with a WISPA cannot connect to a hotspot
managed by a WISEB. However, the situation 'S The work presented in this paper describes a simple so-
changing and more and more WISPs are estabh?u-

ing roaming agreements (similar to what is done foi ion that enables a mobile node to connect to a foreign
9 9ag . Qlireless Internet service provider in a secure way while
cellular networks). The roaming can be betwe

. L - Preserving its anonymity and meanwhile discouraging the
providers within the same country (e.g., T-Mobil ving| ymity whe discouraging

and iPass in the US) or international (e.g., betwegrll)izg;%m intentionally providing the mobile users with

the BritishBT and the Americaiirpath).
. . We have analyzed the robustness of our solution against
Another solution would be to use the service ca‘. .
ifferent attacks and we have shown that our solution

a WiFi roaming ope_ratorhke Boingo W|re_less[9]. thwarts rational attacks, detects malicious attacks and
Such an operator tries to solve the roaming problegl -
identifies the attacker.

by having agreements with as many WISPs as possi-

ble. Then it aggregates all the hot spots managed byVe have proved by means of simulations that the

these WISPs into a single (seamless) network. HoM¢ISPs are encouraged to provide the MNs with a good

ever, Boingo does not consider the problem of tgoS and, at the same time, discouraged from advertising
variable QoS in WiFi networks. a QoS that is different from the QoS they can really offer.

In [16], Patel and Crowcroft propose a ticket based In terms of future work, we plan to study more in detalil
system that allows mobile users to connect to fahe prediction of the QoS the WISPs can offer to their
eign service providers: The user contacticket clients and the cheating detection techniques. We also
serverto acquire a ticket, requests a service fromman to investigate the feasibility of a “multi-hop WiFi net-
service serveand uses the ticket to pay for that sework” (i.e., a WiFi network that is extended using multi-
vice. However, unlike the solution we present in thisop communications) in terms of network performance
paper, the authors do not question the honesty of tred security.
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