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Abstract— We study two classes of attacks that can be mounted the adversary doesot need tocontrol nodes, but where he
by manipulation of routing information and exhaustive power manipulates the routing information of honest nodes simply
consumption. Our attacks allow an attacker to partition a by communicating with these, thereby forcingnest messages

network, reduce its goodput, hi-jack and filter traffic from and } S .
to victim nodes, and thereby eavesdrop and perform traffic (i.e., messages originating from these honest parties) to cause

analysis. The methods described are "stealth attacks” in that they disruption. Thus, and similar in spirit to what was done in [8],
minimize the cost to and visibility of the attacker. We introduce the manipulated nodes are unaware of their involvement in the

the notion of reputation based controland suggest that it can be attack. We describe how the attacker can modify the behavior
used to aqgment eX|st|ng routlng pI’OtOCO|S in order to immunize of such nodes by tricking them to incorrectly modify their
these against stealth attacks. . ; .
routing tables. Given the low exposure of the attacker during
|. INTRODUCTION this act, this is a stealth version of the common (distributed)

Most of today’s communication infrastructure is based ofenial of service attack.

altruistic collaboration among routers. Its robustness dependsg, g secondtype of stealth attack, the adversary modifies
directly on the assumptions that errors are benevolent, and thfﬂting information in order to hi-jack traffic from and to
there is no malicious entity wishing to disrupt communicatiogg|ected victim nodes. This, can be used to perform traffic-
or isolate chosen network nodes. However, given the increa%ﬁ%ysisl and may be combined with selective filtering of
economic reliance on a working communication infrastructursackets, which in turn can be used to make selected routers
this has become a potential future target for terrorists ar‘@#sappear“, as in the first type of stealth attack. The hi-
other criminals. There are several ways in which an attackjg{;king attack is perpetratestmotely by abuse of routing
could wreak havoc in general communication networks, and ;Wotocols and detouring the messages. In other words, the type
mobile ad-hoc networks in particular. While a very powerfubt eavesdropping we consider astive in that the attacker is
attacker could reduce the goodput of virtually any networiside the transmission range of the victim, from where he is
simply by injecting trash messages or jamming the Cha”neﬂﬁerforming the eavesdropping by detouring the traffic through
these are attacks with a high cost for the attacker, and WitBrrupted nodes in the transmission range of the victim. (We
a high visibility. Therefore, only powerful and dedicateghote that passive eavesdropping, i.e., eavesdropping within the
attackers would have any hope of succeeding with such attagtsy| transmission range of a victim, is straightforward in

for any extended period of time. However, as we will showyny proadcast protocol, but cannot easily be combined with
there are other attacks with lower cost and visibility, but whicfytering.)

are at least as harmful as brute force attacks. These allow a . ,
skilled but not very powerful attacker to target communication [N both of the above described attack types, the adversary’s

networks in a way that makes it unlikely that he gets tracétpal is not only to successfully perform the attack, but also

and caught. We call such attackgealth attacks to do so with a minimal effort, and in a way that hides his
existence and whereabouts to the largest possible extent. From
A. Stealth Attacks the attacker’s point of view, a stealth attack is better than an

We will study two principal types of attacks. Infaist type attack that requires a larger amount of his energy and which
of attack, the adversary wishes to disconnect the netwol&aves him more exposed to detection. In turn, this means that
whether this means a general partition of the network or tlaerouting protocol that is immune against stealth attacks is
isolation of particular nodes. (A related attack does not aibetter than one that is not. Seeing this, we propose design
to partition the network, but to merely degrade the goodptéchniques that can be used to strengthen protocols against
of a network, whether globally or locally.) The well-knownstealth attacks. We introduce the notionreputation based
Denial of Service (DoS) attack is an attack with the sanmntrol and discuss how to apply such techniques to existing
goal; in most such attacks, the adversary causes large amouoting protocols. While it is easy to see that the use of our
of traffic to be sent to a victim from some set of nodetechniques strengthens the augmented protocols, there remain
he controls. We consider a version of this attack in whicmany open issues relating to how to best use such techniques.



B. Weapons techniques, may constitute valuable guidance in designing

above-mentioned attacks. A first weaponimspersonation ;

Al . ) : - D. Security
which is the introduction of packets with stated originators )
different from the real originators. (We do not consider it an FT0M the argument above it should be clear that we do
impersonation attack if the stated originator is a cheater, Bt Pelieve that there is any way to fully secure existing open
only if it is an honest party.) Practically speaking, impersorﬂetworks against attacks of the types we introduce. However, it
ation can be performed by spoofing of IP addresses, or B?o shows that it is meaningful to categorize various attacks

using communication frequencies that have been assigned 8! respect to their impact, and with respect to the effort
ihey require from the adversary. It is possiblesteengthera

others. If cryptographic techniques are used, impersonati : MY o
requires the forging of authentication fields. network against attacks — but ns¢curingit — by designing
it to require a large effort for a small impact. In this paper,

A second weapon is for the attacker lte. With this, we . \
mean to propagate incorrect information, such as incorrd¥g €laborate on possible ways for an attacker to implement

routing tables. Note that an attacker may combine impersdfi€ above listed weapons, and ways in which he could use

ation and lying by sending incorrect information that appeafd€m to perform the attacks. We also discuss techniques for

to originate from an entity other than himself. Both impersorRU9mMenting existing routing protocols and design new ones,
ation and lying are components of attackBykantinenature. such that the resulting routing protocols become less prone to
For purposes of clarity, and for technical reasons, we separﬁrl%alth attacks.

the two components as described above. E. Outline

A third and final weapon is what we refer to @gerloadin . . . .
b g This paper is organized as follows. In Section | we have

This is the technique that has been proposed for mountin ) .
Denial of Service (DoS) attacks. In an overloading attack, ﬂ1|r2_§1’roduced the notion of stealth attacks along with the weapons

attacker injects messages that he knows are invalid. Invaﬁ?g pelrformt the gttacks. Ilr(] Se(;:tlgnt l!l we give ta.g (t).verwelw
messages can be due to (i) integrity violation (e.g., attac%r rﬁ er\]/anm pri\é'or'\f‘ \X/vordian ?hal nout\rNCR(n nn; 1ons. ri'?
flips some bits), (ii) message replay (i.e., attacker stores so geuons a € discuss the network and security

valid messages and keeps resending them), or (iii) simﬂp dels and review details on routing algorithms. In Section V

creating junk messages (e.g., spoofing some fake source’]l introdu_ce the _building blOCk.S of the attaCkS which are
addresses or adding incorrect authentication fields). presented in Section VI. In Section VIl we discuss counter-

These will be detected and filtered as invalid, but filtering fleasures and introduce the notion@putation based control

computationally costly for the receiving router (e.g., it nee g achieve improved routing security.
to buffer the incoming packet, check the header, aadfy 1. RELATED WORK
the checksum). By means of a repetitive overloading attacK, .

. : . Previous Efforts
an attacker can put a target router intdwsy-trashingmode

of operation in which no useful work gets done. Securing networks in general and routing in networks in
particular has been studied widely. To date, however, most
C. Tradeoffs discussions focus on the traditional setting of static, wired

In general, the overloading weapon in itself does not canetwork. As pointed out in [9], [11], [16], [19], mobile and in
respond to a stealth attack, as it requires active involvemematrticular ad-hoc networking abilities introduce features that
of the attacker for each offense. However, this weapon can é&ed up behooving attackers as well as honest users.
quite effective in the control plane operations such as routeA first step in securing a network against attacks is to
discovery or routing table update. Furthermore, in order tonderstand the nature of the attacks, and classify them with
harden a network against attacks that employ the two firgspect to how they are performed. A good example of an
types of weapons, it inecessaryo introduce elements whoseeffort to describe attacks is a paper by Stajano and Anderson
very nature empower attacks using the third type of weapdt6]. Therein, issues of confidentiality, authenticity, integrity
For example, in order for an attacker to avoid filtering basexhd network availability are discussed on a high level, and
on his own source IP address, he can spoof the sourcevHrious attack scenarios are described. Another example of
addresses of honest routers. If the target router decides to fittés approach is the work by Lundberg [11], containing a brief
out these source IP addresses, this would enable a very sing#scription of some attacks on routing tables (such as black
DoS attack (on the claimed sender) in which the attackbole and overflow), and the introduction of power attacks, i.e.,
spoofs packets from nodes whose traffic he wishes to haattacks exhausting the power resources of victims. Lundberg
ignored. Adding cryptographic defense techniques does rad$o describes how standard cryptographic techniques, such as
avoid DoS attacks. In fact, their inherent computational codigital signatures, can be employed to address problems. Thus,
enableDoS attacks — on the server performing the verificatiothis is based on the unspoken assumption that routing infor-

Thus, in trying to immunize a system against stealth attackaation can be secured the same way as data traffic. Similarly,
an appropriate balance has to be struck with the deferi@gou and Haas [19] describe threats and present a unified view
against other attacks. This insight, along with our proposed useful techniques from the field of cryptography. Thus, they



describe known techniques to deal with mobile adversarieghen first needed; the trust associated with individual keys
spoofing, etc. (and their owners) develops over time.

A common drawback of the use of protection mechanismsWe only lightly touch on different ways of evaluating
such as those suggested in [11], [19] is that these mechanisufiether a router lives up to its reputation. To improve the eval-
are not light-weight: they may not be applicable to smalljation, more such techniques could be added, whether before
mobile devices, such as those found in ad-hoc networkssystem is built, or after new attacks have been discovered.
Therefore, the employment of these techniques may caW¥hile this leaves a lot of room for flexible modification and
more problems than they solve. In the extreme case, this hofiftimization with respect to new situations, it also creates a
plainly because the techniques are too expensive to use egid@mma: The evaluation techniques are based on heuristics,
when the system is not under attack. Moreover, and as weking rigid analysis near-impossible. This is not uncommon
describe in our work, cryptographic immunization techniques systems dealing with "fuzzy” and evolving threats.
can also be abused by attackers, most notably for DoS attackdvioreover, we do not focus on how to build a reputation
Thus, too good protection against one type of attack mayable once behavior has been observed and evaluated. It is
not be desirable, as it may enable attacks on the protectioown that making decisions from a variety of vague and
mechanisms themselves. More particularly, if the effort gfossibly contradictory information is difficult, and it is a field
performing an operation — such as verifying a digital signaturef ongoing research how to best approach such a situation.
performing key exchange, or updating secrets [12] — is &wor now, we consider a simple Bayesian approach to decision
expensive operation, then an attacker can bring down a routeaking. It is important to clarify that the evaluation and
by injecting bogus messages that the victim has to verify. decision making is not the focus of our paper. In contrast,

We are not the first to emphasize the importance of lightur contribution is the description of the attacks, their classi-
weight security primitives for use in wireless networks. Ification, and the introduction of a general design technique:
a recent contribution, Hu et al. [6] study another type afputation based control. We suggest that this technique is
attack on routing schemes — the so-called replay attack — arskful in suppressing the most aggressive attacks, and without
propose an authentication technigue suitable to protect agaiogening up to other strong attacks.
the attack. Our work takes a higher-level view of the problem
of secure routing, considering the possible attacks in greater
generality, resulting in a different type of proposed defende Network Graph
mechanism. We represent an ad-hoc network by an undirected graph.

. Vertices of the graph correspond to ad-hoc nodes with Radio
B. Our Contribution Frequency (RF) transceivers. There is an edge (link) between

The contribution of this paper is twofold. First, we aim tawo nodes if they are within each other’s transmission range.
further the understanding of threats to routers by elaboratipus, we make a simplifying assumption regarding the sym-
on attacks outlined in the above described work. Thus, weetry of the ability to receive a signal, but note that our results
detail how attacks can be perpetrated, and categorize tHuwid regardless of whether this assumption is made or not.
techniques available to an attacker. The benefit of doing thisOur results hold both for static and dynamic network
is the improved understanding of the threat, and thereby, topologies, but we concentrate on networks with mobility (as
the necessary techniques for securing against it. indicated by the title) due to that the severity of our attacks

A second contribution of our paper is a foundation foincreases for these. Namely, in situations when the network
secure protocol design. To this extent, we introduce amsbology changes dynamically, this provides an advantage to
describe general techniques useful for protection of routinige attacker for several reasons.
information. An important insight enunciated in our paper is First, as the mobility increases, the distinction between
how the protection of one type of attacks weakens the netwddcally and remotely mounted attacks disappears, allowing
against asecondtype of attacks. Thus, network protectioran attacker to use some attacks that require some degree of
becomes a matter of delicate balance. presence, but without the drawbacks (i.e., traceability) that

However, the need for balance creates a complexity thagrmally come with these. More in particular, mobility allows
in turn, makes it difficult to select optimal parameters ana modification of the routing table of a selected node, simply
to prove that these are well chosen. We present heurigtig moving into the transmission range of the victim. The
approaches and argue their security. Our novel strategy makttacker can move away once it succeeds, and without the
use of (1)reputationbased control, and techniques for evalthreat of being trace@increasing the stealth property)
uating good vs. bad behavior of fellow routers, along with Second, the mobility of honest nodes can help to disperse
(2) authentication mechanisms for use within such a systethe information that the attacker aims to advertispigemic
In particular, we propose the use of message authenticatfoperty). Both of these problematic aspects can be modeled
codes or related lightweight tools. Thus, a particular aspectad propagation of outdated routing information (as pointed out
our authentication mechanisms is that they do not require time[19]) and therefore be countered in settings with enough
use of a central Public Key Infrastructure. Rather, and in limedundancy. We consider possible techniques for doing this
with the idea of reputation based control, keys are creatkxder on.

IIl. M ODEL



Third, the set of nodes within the transmission range of A& Link Layer
node keeps changing dynamically in mobile networks. As the gq, concreteness, we assume that the link layer protocol
mobility increases, it becomes harder (and potentially mofg|ows the IEEE 802.11 standard (see, e.g., [10]). Two modes
expensive) to successfully employ cryptographic techniqugs operation are considered: (i) priority based, contention
(such as authentication). free Point Coordination Protocol (PCP), and (ii) Distributed

Finally, typical mobile nodes are less powerful — both igqordination Protocol (DCP) which is based on Carrier Sense
terms of computational resources and in terms Of_ b":1""‘31(2t'ultiple Access with Collision Avoidance (CSMAJ/CA). In
resources — than the typical stationary node, and typically g@&ypa/CA a node listens to the medium until the medium
not enjoy the benefits of easy access to a trusted third padyjgle; then it transmits. If there is a collision, the node
such as a Certification Authority. will hear a different signal in the medium than what it was
Participants transmitting, and concludes that the transmission is in colli-
sion. Collided stations backup exponentially on the number of
nsuccessful attempts to capture the channel. Communication

and cheaters For simplicity, we assume that all nodes thay , .
picty aafs_tween two stations is based on a 2-way handshake: after

do not behave correctly are cheaters, including nodes L i :
fering benevolent failures. For simplicity, we also make th%l;thentlcanon, the sender first transmits a Request to Send

pessimistic assumption that all cheaters are controlled byt TSS) ?eés_llesge, and the rir;]ewlng jtat't%n retphes W.'tthc? f:lear q
adversary, who coordinates their actibnghese may diverge 0 Send ( ) message. The sender then transmits data an

from the prescribed protocol in an arbitrary and unpredictab"f'tl.("aitS an Acknowledge (ACK). Itis worth noticing that all the

manner. We may assume that the adversary is able to ¢ pnagement (control) messages are transmitted in the clear in
dinate the actions of all cheaters by means of out—of-sz‘:ﬁe current specifications of IEEE 802.11. In the following, we

communication. Again, this is a pessimistic assumption Imit the focus on security vulnerabilities relating to routing

We let participants belong to one out of two power classe§>Ues, and refer th? reader :19 [7] fo(; a ddlSCUSSIOI’] of other
those with “inexhaustible” power (e.g., not battery poweretf)ecur'ty concerns relating to this standard.
and t.hqse yvith a limited power budget. Among the IattleB_ Network Layer
we distinguish between three different modes of operation

corresponding to three different levels of power. These ar'lnthe network layer, we assume that one of several available
b 9 . . b ' 48-hoc routing algorithms is deployed. We will consider both
charged reducedand dead It is possible to assume more

. . ; o . roactiverouting andreactiverouting protocols. In the former,
such categories, and tailor the behavior of participants in these L . ; .
. L nodes maintain a connectivity graph by exchanging routing
accordingly, but, for simplicity, we only use three. In th

- . . .‘?{a\bles regardless of whether there is demand for routing to
charged mode, a participant is assumed to act in an altruistic e L X
every entity in the table. In the latter, routing information

manner; in reduced mode in an egotistic manner, and when in . . )
y N : 9 IS obtained when there is a demand to send traffic to a
dead” mode, not at all. With altruistic, we mean that the router

is in promiscuous modand performs anv properl erformedoarticular destination. A node updates its routing table only
P P y properly p after performing a route request (RREQ) and obtaining a

requests relating to routing, while egotistic is used to refer
. . . response.
to a mode in which a router only performs those actions tha : . .
In particular, we consider the employment of Dynamic

e terma of computaional power, we assume pariciparfg{Ic® ROUiNg (OSR) [1], Ad-Hoo On-Demand Distance
: P b . N P PaNR ctor Routing (AODV) [14], Zone Routing Protocols (ZRP)
either to benormal or weak where "normal” corresponds :
. S . 4], and TORA [13]. DSR and AODV are reactive protocols.
to the computational abilities of typical desktop computer ; o .
he former uses route caches while the latter maintains routing

etc., and "weak relates to typical wireless devices. Typlca”¥ables and uses Distance Vector Routing algorithm to compute

devices with inexhaustible power would have normal compﬂie routes. ZRP is a hybrid routing protocol that uses a
tational abilities, while devices with limited power budget arﬁierarchica.l structure for routing. TORA is also a reactive

computationally weak. protocol, and is based on techniques in [3]. The attacks
IV. OPERATION considered in this work are relevant to all these protocols.

In the following, we describe the link layer and routin Proactive Routing
protocols. In Section VI, we will describe the attacks with ) ) o i
respect to what selections are made for these protocols, an§oactive routing protocols maintain routing tables. When
exemplify for common combinations of these. a message is sent using proact!vg routing, t'he packgt carries
only information relating to its origin and desired destination.
1This is in accordance with standard cryptographic modeling techniqugsgch node has a routing table to indicate what the next hOp

and does not directly correspond to the use of any of the proposed Weaponsf h icular desti . Nod . . .
Practically speaking, corruption of a set of participants may be achievkyl 101 that particular destination. Nodes In proactive routing

by means of viruses, insecure software, physically compromising of hon€xchange routing tables periodically — either with neighbors
routers, other infiltration, or plainly by agreement between entities belongil@ﬁﬂy or by rooding the entire network. This way, each node

to an adversarial organization. Therefore, this also covers the creation of nodes” . fer th ¢ K h d te th ¢ Th
by the attacker, as this is equivalent to the corruption of newly created honk& INTEr the network graph and compute theé routes. ere

nodes. are two types of protocols suggested for proactive routing. In

We consider two types of participantspnestparticipants



link-state protocols and its variants, each node floods its lodal an attacker that overflows them with incorrect (i.e., non-

connectivity (i.e., list of its neighbors and distances to thengkisting) routes to replace the correct ones to the victim.

to the entire network. (Thus, each node knows the (claimed)

topology of the entire network and uses Dijkstra’s shortest V. BUILDING BLOCKS FORATTACKS

path algorithm to compute the routes.) In contrast, distance-

vector protocols and its variants exchange the global topologyBefore we describe the attacks, we will describe common

information that is maintained only with immediate neighborduilding blocks used in these. These building blocks use the

Such algorithms are known to be prone to loops and slomeapons outlined in the introduction, and are, in turn, used in

convergence. If the topology of the graph changes during ttiee attacks. The building blocks we have in mind allow the

transmission of a packet (e.g., a link or node goes dowrdversary taremoveentries from respectiveladd entries to

the transient packet will be dropped. Control messages aoaiting tables, route caches or any data structure containing

propagated periodically, or whenever there is a link failureouting information, originate collisions, i.e., violate the col-

Like all network operations, these are asynchronous. lision avoidance protocol and consume power to change the
A link failure is recorded locally to the routing tableoperational mode of devices.

of the node that detects it. The link failure information is The first two of these building blocks can be implemented in

propagated to the network by routing table updates using linkvo principal ways: one in which the adversary never exposes

state or distance vector protocols to prevent routing errotgs identity through requests and responses (but employs

However, an attacker can frequently report link failures tionpersonation), and one in which the adversary initiates some

mount additional overflow attacks. Furthermore, such linkequests and responses. We describe both variations below in

may not even be real links. the context of the different types of routing protocols.

D. Reactive Routing (1: Removing an entry using impersonation

While proactive routing protocols maintain routing or con- |mpacts of removing an entry are twofold. First it prevents
nectivity information to a node regardless of whether any victim from receivingtraffic from honest nodes. Second, it
packet will ever be sent to that node, in reactive protocolgrevents a victim fronsendingtraffic to honest nodes. It can
a route is determined only if there is a packet to be semfe achieved by portraying a receiver as unreachable or down
Route discovery information is then stored locally, but mayode to a sender.
not be communicated to others unless requested. In proactive protocols, the attacket takes advantage of

In order to limit the flooding of the network with routerouting updates. It can generate malicious routing tables and
requests, and to speed up the route discovery process, s@@ertise them during periodic updates using the identity of a
reactive protocols construct and maintesnte cache®r route  honest node. An attacker can simply impersonate a neighbor
tables (For example, AODV uses local routing tables, whiley of the victim V' and claim that the link to the victim is
DSR with improvements applies routing caches.) down. In the case that some other nodes have a route to the

In contrast to routing tables, which only store the next hogictim, A creates a fictionary node that claims to have the
(and distance metric) information, a route cache stores téigortest distance to the victim. Once the routing tables of the
entire route from a source to destination. There is no perioditonest nodes remove the old route to the victim and mark their
exchange of route caches: each node “learns” the routifiglite to the victim via the fictionary node, the attack will have
information from the route discovery process. succeeded.

When a message is sent using a source routing protocoln a reactive protocol, on the other hand, finding a route
(e.g., DSR), the packet carries full routing information, i.eto the destination involves flooding the network with control
the sequence of all nodes the packet will traverse. In contraslessages of a route discovery protocol. Since there is no
in distance vector routing protocols (e.g., AODV), the packetsuting information exchange, attacks must aim at the route
carry only information about their origin and destination. If th@iscovery process. An attacket can generatgoute error
graph topology changes during the transmission of a packelessages which will be interpreted by honest nodes that there
the route will become invalid and transient packets will bg no route found to the indicated destination. This can be done
lost. by impersonating two nodes such that the first one makes a

Upon receiving a route request message, a node checksdiste discovery request while the second one — which is on
local route information to see if any previously found routéhe path of the request — replies with a "route error” message.
for the destination exists. In case of several possibilities, oMaus, nodes located between the two colluding nodes will
of them is chosen using a heuristic rule, such as the shortesfieve the requested node to be unreachable, and remove
one, or the shortest one with longest expected lifetime [5]. the corresponding route from their caches. However, if some

Large route caches and route tables may contain sthlenest nodes know that the route exists and report that, this
routing information, and so, are often avoided. Due to the siagtack will not work. Thus, knowing the topology and its
limitation, only the most recent or active routes are maintainestability (i.e., low mobility) helps the attacker to identify the
However, small caches or tables can more easily be exploimehnectivity and to decide on the feasible set of nhodes to target.



B2: Removing an entry without impersonation B¢ Consuming power to change operation mode

In reactive protocols, the attacket can simply force the  Ngdes is an ad-hoc network must bepimiscuous mode
dropping of the route discovery messages to create the fglse,gy to receive any transmission) to be able to route other
impression that no route is found to the destination (victimy.afiic. As the power level decreases, a node may not be able
For example, suppose an honest nddehas data for destina- 1 afford acting as a router and may be switched off from the
tion D but it does not have the routing information to reach Ibromiscuous mode. However, in this case the device will not
Therefore,V; generates a route discovery message and floqdstripute to the routing protocols thus will be assumed down
the network. Consider a valid routé, —N;—...—Ny =V that 5 jsolated. Thus, our last building block is to force power

can be reported back @, after the route discovery messageonsumption on a victim (or the entire network) with the goal
reaches td/. Suppose a nod#’;, controlled by the adversary, ¢ partitioning the network.

intercepts the route discovery message, and causes it to b,
dropped. This can be done either before the control messag
reached/, or before)”’s response reached,. Thus, the nodes process. For this attack to work, the link in question does

in the patth —Np—-oo - i-1 will not discover th.e FOUte. |t heed to exist andt can claim the failure remotely using

In proactive protocols,A simply attacks the routing table broadcasting. Furthermorel can impersonate and advertise
update process. As before, the attacker can either distrib*gpse routes to increase the volume of traffic to a victim.
routing tables omitting certain entries or create new nodes (ﬂ'\"?&nsmission of each packet consumes battery power of the
he controls), where the latter claim to have the shortest pfi‘)i@tim node [17], [18], [2]. For example, radio transmission

to the victim node thus causing currently used paths to reat%hsumes 1.6W; reception requires 1.2W and 1W is consumed
the victim node to be dropped. for idle listening

In reactive protocols, the route discovery process is based
on flooding, which has similar cost to the route updates in the

In proactive protocols, the attacket propagates routing proactive case. Thus4 can broadcast a route request from a
tables containing non-existing routes. The attackkrcan remote location to a non-existing destination and force power
initiate this attack remotely from anywhere in the networkonsumption. By changing the destination address frequently
using the name of an honest node as identifying informatidncan avoid route caches. Furthermore it can hide its identity
for the sender. to avoid being detected for issuing frequent route requests.

In reactive protocols the attacket can corrupt the routing can also change the route reply messages to increase volume
information of victim devices by introducing or modifyingof the traffic forwarded to the victim.
received route reply messages using fictionary node IDs. InMoreover, there is another attack that exploits the well
order to succeed, the attacker has to impersonate two NoR@Swn counting-to-infinity problem in distance-vector based
such that the first one makes a route discovery request whilgorithms. Consider three nodds, N, N5 such thatV; and
the second one — which again is on the path of the requesiz are within the transmission range 8%, but they cannot

Eor example, in proactive protocols, an attackeran report
fink failure and thus cause a costly routing table update

(Bs: Adding an entry using impersonation

replies with either with faked or modified routes. hear each othetV; is a fictionary nodecreated by.A using
. ' ' ' impersonation. Supposd, reports its distance tdvVs as 1,
B4: Adding an entry without impersonation and thatN; makes a note of it in its routing table. When

Adding an entry without impersonation is possible if th&€ routing tables are exchangeld; leamns that the distance
attacker.A uses its real identity to abuse the routing protocoP€WeenVy and N is 2. Shortly afterwardslV; disappears
In proactive protocolsA simply propagates routing tables thafmulating a failure and becomes unreachable frém.A can
contain routes that do not exist, thus causing honest nodeg!fy that just by moving away or staying quiet. However, it
change their routes. The attackr can initiate this attack fémains in the routing tables of victim¥; and Nz. So N,
remotely from anywhere in the network since all it needs 1S itS route taVs via Ny and sets the distance to 3. In the
do is to inject the malicious table to the networks. next round of routing table exchange¥; finds out that its

In reactive protocols the attackercan create a non-existentdiStance toVs via Ny is no longer 2 and it sets it to 4. This
route to an honest node during route discovery process. It g§GC€SS can continue until an upper bound (set as a remedy

either fabricate a route reply message to report a non-existit counting-to-infinity problem in a non-malicious operation)

route, or it can intercept and modify a route reply messagé‘ the distance tdvs is 'violated. This technique can also be
sed by.A for perpetrating power attacks.

coming from an honest node.

B5. Jamming V1. ATTACKS

Since there is no handshake for reliable delivery in flooding,
an attacker can simply violate the CSMA/CA protocol. It can There are several ways to target one or more nodes using
generate traffic to collide with control messages, e.g., for routee above introduced building blocks. We will consider these
discovery or periodic exchange of routing information. one by one in the following.



A. Disconnection and Goodput Reduction Receiving a packet from an unreachable node does not yield

An attacker may disconnect a victim in several ways. THY routing information unless the packetriessome routing
first three ways we will describe have in common that tH8formation (e.g., source routing). Moreover, in reactive pro-
attacker causes a large number of packets to be sent to {@f0!s, if such a disconnected node were to send a packet to
victim and its neighbors. This can be done either by "brue of its neighbors, only that neighbor would know that the
force”, i.e., by simply sending these packets, or by what wactim is reachable. This information will not be advertised to
refer to as the "stealth DoS”, in which the attacker caus&’€ rest of the network and can therefore be learnt only by a
large amounts of traffic to be rerouted by inducing incorref€ighbor of the victim who is involved in the route discovery
entries in routing tables of selected nodes. This may be dd@cess associated with the attack.

— as described in the previous section — by first removing theGoodput Reduction:We note that disconnecting one or
chosen entry (using the building blogk or 3) and then more nodes generally implies a reduction of the goodput of a
adding a replacement entry by meansdfor ;. network. An attacker may mount the attack in several ways.

First, the attacker may route such considerable amounts!Bfparticular, by disconnecting a large number of nodes, the
traffic through the victim that the victim either runs out ofesulting traffic through the articulation points comes to a
power, since each packet received or sent carries a cosCiawl; the attacker can corrupt a large enough number of
terms of the battery power consumed. The discussion in [17Quting tables to increase the de facto traffic through each node
[18], [2] on the exact amount of power consumptions suppdRY taking a large number of packets for a ride); and he can
that this is a real threat for standard portable power sourcedegrade the power supplies of a large enough portion of the

Second the attacker may perform a power attack on afputers (building blockss) to force them switch to "egotistic”
known neighbors of the victim node. This will cause discorfouting, i.e., only handle their own packets. We note that this
nection as well, but may be overcome by the victim by hiray then result in a total disconnection or partition of the
moving into another neighborhood. network.

Third, an attacker may succeed in disconnecting a victiE Active E q .
from its neighbors without performing a power attack. Namely,” ctive tavesdropping
if the attacker could route large enough quantities of traffic to A second class of attacks aims to "hi-jack” traffic in order
the victim and its neighbors, causing a portion of these to k& eavesdrop on selected victim nodes. The simplest way
dropped (due to insufficient bandwidth), then this could resdf achieve this is to corrupt routing tables of nodes on the
in a disconnection. This is so since when a router fails Path between a victim and the respective sender/receiver.
reaching a given node a certain number of times (which Jh€ attacker can remove valid routing table entries and add
often a parameter of the protocol), the router concludes tHagorrect ones in order to force rerouting. This can be achieved
the recipient is unreachable. using the previously introduced building blocks, (32, (s,

For both reactive and proactive protocols, the attacker suespectivelys,.
ceeds in disconnecting the victim nodes by making other noded-or incoming traffic (i.e., packets goirtg the victim), the
believe that the former are unreachable (and thus actual§jacker simply forces all traffic to the victim to be sent
makingthem unreachable.) through a node he has corrupted. In order to select traffic

In afourthtype of attack, the attacker does not rely on largenly from certain sources, the attacker may corrupt the routing
quantities of packets being sent to the victim or its neighbottgbles more selectively, allowing those on the path from "not
but simply uses the weapon for removing an entry (buildingp interesting” sources to remain correct.
block 5, or 35) to make the victim node "disappear”. For outgoing traffic (i.e., packets sefrom the victim to

In the case of proactive protocols there could be multipnother node in the network), the attacker modifies routing
nodes which know how to reach the victim thus making th@bles of the victim and/or nodes close to the victim (with
attack more difficult. However, ifA knows the topology, it can respect to all "interesting” recipients) thereby causing traffic
compute the routes and jam the traffic to create a link failute be rerouted through a node he controls.
on the route to the victim. Once a link failure is reported The main difference between proactive and reactive proto-
(falsely) then the routing table update process will be initiatembls with respect to active eavesdropping is again on how the
and thenA can use the building blocks to isolate the victimrouting information is tampered and how rerouting is achieved.

In reactive protocols, there is no periodic exchange & proactive protocols, the attacker can simply propagate
routing information and network topology information is notespective routing tables in which entries are dropped or added.
maintained. Routing information for any destination is corln reactive protocols, the attacker will make use of the route
fined to a subset of the nodes and it may be even localizeliscovery process to advertise new routes or report route error
The lack of global information at the ad-hoc nodes helps messages.
to target only selected routers and remove the victim from theWe note that rerouting not only affects traffic from the
routing tables of these nodes onl. can attack the reactive victim and to the selected receivers, bexerybodysend-
protocols by jamming /), intercepting, or forging the route ing/receiving packets through any of the routers whose tables
discovery messages to convince the source node and otfwer corrupted. The resulting traffic through the eavesdropping
honest nodes that no route to the victim can be found. node can be reduced by averting all traffic from the corrupted



routers, except for traffic from the victim of the eavesdroppingith each other. Two useful heuristics are the average number
attack. of retransmissions (per packet) to a given router; and the
Simpler still, in a protocol such as DSR, where each packetmber of successful exchanges of data involving a given
carries its path (if known by the sender) the attacker maguter (whether on the path to another router, or the end-point
plainly modify the routing tables of its victim to make it routeof the path in reactive protocols.)
traffic to select receivers through a node the attacker controlsin reactive protocols, the nodes involved in reporting a route
discovery are accountable for the performance of this route.
In proactive protocols, one can maintain a similar “source-of-
From the previous descriptions, we can see that all tiformation” attribute with each routing table entry learned
attacks rely on the adversary being able to modify routirfgom others during routing table exchange phase. For example
tables and caches of victim routers. This in turn relies on (d)node A receives a routing table update information from B
removing unwanted entries, (b) adding wanted entries, and )ich learned from C a new route to node X then A will hold
knowing the connectivity and other properties of the netwoi and C “accountable” for the routing failures to node X.
topology to choose its collaborators. If these were not possible Similarly one can judge the reliability of a "recommending
the attacks we described would fail. router” (one that shared reputation data) by the reliability
The most threatening of our techniques (i.e., those with tloé the routers it recommended. (If these are bad, so is the
least visibility and cost) are those that employ impersonatisecommending router with a reasonable probability, or it would
mechanisms. Therefore, the use of cryptographic authenticat have recommended them.)
tion methods would improve the resistance against stealthin conjunction with reputation mechanisms, one also has to
attacks, since cryptographic authentication cannot be forgedeasploy cryptographic authentication mechanisms. For these
IP addresses, etc., can. However, even if we do not consider tla¢ to open up the protocol to overloading attacks, they should
negative ramifications of a full-blown authentication structuriee as lightweight as possible. Therefore, we suggest the use
(namely the cost of performing the cryptographic operatiord Message Authentication Codes instead of digital signatures.
and maintaining the necessary infrastructure), it is clear that note that this is possible since the goal of using the
the mere reliance on authentication is insufficient. This is snechanisms is not to establigxactly whooriginated some
since we must make the assumption that nodes that previousfprmation, but merely to be able to recognize the same entity
have "well-behaved” later become compromised, and so, cam-consecutive interactions.
rect authentication of control messages does not corresponéor example, message authentication codes can be em-
to correctness of the control information. This difficulty iployed to protect the integrity of routing tables (in proactive
enhanced by the fact that it is not common knowledge amopgptocols) and route reply messages (in reactive protocols). As
the honest servers who exactly is an honest server — whetlwerg as none of the already trusted nodes become corrupted,
this set is static or not. this is sufficient to obtain security. However, corruptions
Our proposed technique to deal with the above dilemmequire a dynamic treatment of the situation, as does mobility,
is for each router to keep (and possibly exchange) reputatias both force "new neighbors” onto nodes.
based information. Routers can then use this to resolve conThus, there is no need for any certification of identities,
flicting updating information, and to determine what contrdbut one could simply use message authentication codes, for
messages to handle and act on. While this leads to a certainich each pair of entities use a previously exchanged unique
reduction of the speed with which routers will reactreml and random secret key. (This value is exchanged upon the
topology changes, it will also reduce the degree to which théiyst encounter, and can be done in a variety of well-known
are affected by attacks. ways, with varying cost and security against attacks.) As
The idea ofreputation based contrds simple, and draws an alternative, message authentication codes with a keying
from the real world: Each person shapes an opinion of tlsehedule based on hash-chains (as proposed by Perrig et al.
trustworthiness of all entities surrounding her: co-workergl5]) may be employed, allowing authenticated broadcasts.
merchants, media, stock brokers, etc. This information isWe refer the reader to articles discussing authentication
used when making decisions; similarly, routers may keepchniques for a discussion of their exact pros and cons.
"reputation tables” or "reputation caches” that list nodes they Our techniques for reputation based control can be em-
trust. (It is not so meaningful to list those that are not trustedloyed to both existing routing protocols and taken into
since these may change their guise by taking new identitiesgnsideration in the design of new ones. However, it is
While personalexperience is most valuable when making reaimportant to note that reputation based control is not a
world decisions, people often consider other people’s opiniomnacea, as an attacker may try to soil the reputation of honest
To this extent, a router may request reputation tables wheuters by causing packets to be dropped when sent on routes
moving into a new network neighborhood. (We note that thiecommended by his "slander victims”. On the other hand,
will be a bad move if it receives such information from ahis is an attack that is more difficult to perpetrate remotely.
corrupt router; this will be dealt with below.) This is so since — in the setting we consider — there are
In order to determine the reliability of a particular routerpnly two ways in which an attacker can cause packets to be
a variety of methods can be used, alone or in conjunctignopped. If the attacker is not on the path, he needs to cause

VIlI. PREVENTION MECHANISMS



a router on the path to drop packets. If there is no way t{] Y-C Hu anD D. B. JoHNSON Caching Strategies in On-Demand
route massive amounts of traffic to this victim router (which ROLt‘)t_ing szc(’)‘ggo's for Wireless Ad-Hoc Networkroceedings of ACM

. . . . Mobicom .

is what OL'“'_ prevention .measures ams .tO achieve), the.n t Y-C Hu, A. PERRIG AND D. B. JOHNSON Packet Leashes: A Defense
only remaining method is to remove entries from the victim’s  against Wormhole Attacks in Wireless Networlsoceedings of IEEE
routing table. (This only applies to proactive methods, sincg NFOCOM 2003.

h h icallv i ied with the d f . h g] INTERNET SECURITY, APPLICATIONS, AUTHENTICATION AND

t e_pat typICQ y IS carme _W't _t e ata for reactive sc €MES.)" CrYPTOGRAPHYRESEARCHGROUP. Security of the WEP Algorithm.
By implementing a certain inertia in terms of when entries are  http:/iwww.isaac.cs.berkeley.edu/isaac/iwep-

dropped from routing tables, the “erasure attack” can be made faa:html, 2001. .
8] M. JAKOBSSON AND F. MENCZER Untraceable Email Cluster

harder. ) . ) Bombs: On Agent-Based Distributed Denial of Service.
The exact degree of increased inertia to real topology http://www.markus-jakobsson.com , 2003. .
changes depends on the degree of imerconnectedness[%fv.KARPlJOKl. Signalling and Routing Security in Mobile and Ad-hoc

" " s Networks. http://www.hut.fi/ ~vkarpijo/iwork00/ , 2000.
the "trust web” that corresponds to the distributedly heldo; | AN MAN STaNDARDS COMMITTEE OF THE IEEE COMPUTER So-

reputation tables. The strengthened routing protocol will be ciety. Wireless LAN Medium Access Control (MAC) and Physical
robust to benevolent errors (i.e., adapt to valid changes Layer (PHYY) Specification|EEE Standard 802.111999.

) Af ; nare
. . . . . 11] J. LuNDBERG. Routin Securit in  Ad-Hoc  Networks.
a sufficient degree is achieved. The routing protocol will pe ! http://www.tml.hut fi/ 9 “jlu ’2)600.

robust to malicious errors (i.e., resistant against attacks) givieés] R. OsTROVSKY AND M. YUNG. How to Withstand Mobile Virus

a sufficient degree of interconnectedness as well; if most égﬁ)‘jﬁ';éofgegfings of ACM Symposium on Principles of Distributed
routers are within the transmission range of some honest 3] v p. park anD M. S. CARSON. A Highly Distributed Routing Algo-

trusted router most of the time, the protocol will be resistant to  rithm for Mobile Wireless NetworksProceedings of IEEE INFOCOM
attacks. However, as mentioned above, this proposed techngy? 1997.
n

is h L. di ibl "sland ks” . . E. FERKINS AND E. M. ROYER. Ad-Hoc On-Demand Distance
is heuristic, and is susceptible to "slander attacks”. Giv Vector Routing.Proceedings of IEEE Workshop on Mobile Computing

an appropriate tuning of the mechanism for determining the Systems and Application999.
reputation of known routers, the two types of robustness cBfl A- PERRIG, R. CaANETTI, J.D. TYGAR, AND D. SONG. The

. . . TESLA Broadcast Authentication ProtocolRSA  CryptoBytes
be balanced in accordance to the current threat situation. An - /mww.rsasecurity.comirsalabs/cryptobytes/ P y,

important and difficult future research problem is to assess 2002.

how exactly to achieve and maintain the appropriate balan&] F. STAJANO AND R. ANDERSON The Resurrecting Duckling: Security
Issues for Ad-Hoc Wireless Network®roceedings of International

Workshop on Security Protocol$999.
VIII. CONCLUSION [17] M. STEMM AND R. H. KATZz. Measuring and reducing energy consump-

. . . tion of network interfaces in hand-held devic#sICE Transactions on
In this paper we have studied routing attacks on ad-hoc  communications1997.

networks. By introducing the notion of reputations baseds] Y. Xu, J. HEIDEMANN AND D. ESTRIN. Adaptive Energy-
control we have furthermore described new techniques for Conserving Routing for  Multihop  Ad ~ Hoc ~ Networks,
. . inf fi th idi the f dati Technical Report 527, USC/ISI, Los Angeles, CA,
protecting routing information thus providing the foundation - /www.isi.edu/ johnh/PAPERS/Xu00a.pdf , 2000.
for secure protocol design. One key observation of the paperfig L. ZHou anp Z. J. Haas. Securing Ad-Hoc Networks.
the insight that protection against one type of attacks weakens http://www.ee.cornell.edu/ haas/Publications
. L . /network99.ps  , 1999.
the network against a second type of attacks. Finding the right
right balance is extremely difficult. While the paper presents
some initial heuristic approaches finding an optimal solution
is a matter of future research. Ongoing work includes the
implementation of the various attacks based on AODV.
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