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F
raud isn’t new, but in the eyes of many experts, 

phishing and crimeware threaten to topple soci-

ety’s overall stability because they erode trust in 

its underlying computational infrastructure. Most 

people agree that phishing and crimeware must be fought, 

but to do so effectively, we must ful-
ly understand both types of threat; 
that starts by quantifying how and 
when people fall for deceit.

Fraud experiments using hu-
man subjects can benefit us in three 
ways. One, we can anticipate trends 
in online fraud by identifying yet-
untapped behavioral vulnerabilities, 
which helps security-tool designers 
focus their efforts on the most acute 
problems. Knowing that typical In-
ternet users don’t understand cousin-
name attacks, for example, suggests 
the use of heuristic spam filters that 
can scan for common cousin-name 
variants.1 (Cousin-name attacks use 
URLs that resemble valid domains, 
such as paypa1.com, which puts a 
numeral 1 in place of the letter L, 
or mycitibank.com, which looks 
like a user’s personal CitiBank Web 
page.) Similarly, knowing that users 
are willing to execute software sent 
by a friend—even if the software is 
self-signed by an unknown author-
ity—suggests that operating systems 
should always reject self-signed cer-
tificates, except when expert users 
have configured their systems to 
explicitly allow them (www.indi-
ana.edu/~phishing/verybigad/).

Understanding what types of 
attacks will succeed also helps 
designers build better user inter-
faces. Knowing that typical Inter-

net users don’t notice the absence 
of valid information but do notice 
the presence of incorrect informa-
tion suggests that user interfaces 
should make it very difficult to 
ignore the absence of information 
needed to authenticate a service 
provider.1 Bank of America’s Site-
Key, for example, presents users 
with personally chosen images 
when they visit a secure part of its 
site. Making the absence of such 
images truly difficult to miss (such 
as by embedding the login win-
dow in the image2) leaves users 
less likely to fall victim to phish-
ing attacks because the phisher 
doesn’t know what image to use. 
Finally, understanding why at-
tacks succeed promotes better user 
habits. Typical online banking 
customers won’t reject an email in 
which the apparent sender—their 
bank—authenticates itself by stat-
ing the first four digits of the re-
cipient’s account number instead 
of the last four.3 However, the 
first four digits of a credit-card 
or bank account number aren’t 
random; they’re directly related 
to the issuer, and thus are easy 
for a phisher to guess. Educat-
ing users about simple tricks such 
as these encourages them to de-
velop good habits rather than bad 
ones—SecurityCartoon.com, for 

example, is an educational effort 
that uses knowledge derived from 
phishing experiments to identify 
common misconceptions and se-
curity vulnerabilities, and explain 
to typical users what to do and 
what not to do.4 Now that we’ve 
explained why fraud experiments 
are a good idea, let’s look closer at 
how to perform them.

How to experiment
Researchers typically use three 
approaches to quantify fraud: 
surveys, in-lab experiments, and 
naturalistic experiments. Surveys 
tend to underestimate damages—
many victims are unaware that 
an attack occurred or are unwill-
ing to disclose that they fell for it. 
Conversely, in-lab experiments 
can overestimate attack awareness 
because of expectancy bias—the 
mere knowledge of the study’s ex-
istence biases its likely outcome.5 
Subjects can’t distinguish natural-
istic experiments from reality, so 
this approach offers the most ac-
curate picture because it mimics 
real attacks and thus measures ac-
tual success rates. However, such 
experiments pose a thorny ethical 
issue: if a study is identical to real-
ity, then the study itself constitutes 
a real-world fraud attempt.

Before they even start a natu-
ralistic fraud experiment, re-
searchers must first face review 
and approval processes before in-
stitutional review boards (IRBs). 
This requirement can be daunt-
ing because fraud researchers must 
typically request waivers for cer-
tain aspects of the informed con-
sent process as well as the use of 
deception (so that subjects don’t 
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know they’re participating in a 
study). The ethical issues related to 
waiving aspects of informed con-
sent are controversial, with little 
consensus existing among IRB 
members and ethicists. Such is-
sues are particularly controversial 
in the domain of online research, 
which is relatively new to IRBs 
and ethicists in general. Fraud 
research involves additional chal-
lenges as well. Although decep-
tion and the complete waiver of 
informed consent are a necessity 
in some types of studies on hu-
man subjects, researchers usually 
avoid them to the extent possible, 
and IRBs allow them only when a 
study’s expected benefits outweigh 
the anticipated risks or if it meets 
certain conditions outlined in fed-
eral regulations governing human 
subject research.6

Consent and deception
As an example of a naturalistic 
phishing experiment, let’s look at 
the social phishing study that Tom 
Jagatic and his colleagues conduct-
ed at Indiana University to deter-
mine how social context increases 
the likelihood of success in a real 
phishing attack.7 The experiment 
consisted of three phases and their 
corresponding protocols. The first 
step in the study described how to 
collect contextual data: because no 
human contact was necessary for 
this task, Indiana University’s IRB 
determined that this step was ex-
empt from a full IRB review pro-
cess. The second phase described 
how to conduct the experiment 
on human subjects, so it required 
a full committee review. The IRB 
granted a waiver of consent be-
cause it determined that this part 
of the experiment would cause 
minimal to no real harm to the 
participants and that prior knowl-
edge of the study would adversely 
affect its outcome. The third phase 
described the debriefing.

The study consisted of sending 
an email message to two groups of 
participants; under the subject line 

“This is cool!”, the message’s con-
tents included a short amount of 
body text (“Hey, check this out”), 
a link to the experimental phish-
ing Web site, and the spoofed 
sender’s name. The link prompted 
the participant for university cre-
dentials, which the university’s 
authentication services verified 
securely. Although these servic-
es verified the credentials, they 
didn’t actually store usernames 
or passwords on the research-
ers’ computers. The verification 
step was extremely important for 
gathering statistics about people 
who give away real usernames 
and passwords in bona fide phish-
ing attacks, but if this were a real 
attack, the phisher would have 
stored and used the information 
against the participants.

A control group of 94 people 
received the email message from 
an unknown (fictitious) person; 
the second group of 487 people re-
ceived the message from a known 
(spoofed) friend. The researchers 
determined the friend relation-
ship in the experiment’s first step, 
in which they collected data from 
a popular social networking site 

used by college students. Mes-
sages posted on one person’s pro-
file from someone else on the site 
indicated strong links between the 
two people, and when combined 
with email addresses harvested 
from other institutional Web sites, 
the researchers could build spoofed 
email messages with a strong so-
cial context. The study yielded 
surprising results: not only was the 
72 percent success rate for authen-
tications much higher than ex-
pected (the control group yielded 
16 percent), but the ethical debate 
that followed on the topic of using 
human subjects without their con-
sent offered valuable insights into 
the reactions of potential phishing 
victims. Although the initial reac-
tion to the study was very nega-
tive, the overall consensus (among 
the more than 400 messages post-
ed to the study’s blog) was that 
this research was both necessary 
and beneficial for learning how 
to prevent contextual phishing at-
tacks in the future.

Debrief or not?
In a follow-up to this experiment, 
one of us (Markus Jakobsson) 
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worked with Jacob Ratkiewicz1 
at Indiana University to study 
how unsuspecting users interpret 
cousin domains and IP address 

links and to what extent correct 
salutations affected their security 
decisions. We found that many 
users react suspiciously to URLs 
with an IP address, but that cousin 
domains don’t arouse any concern 
at all. Similarly, we found that the 
presence of an incorrect salutation 
alerted users to a threat, but they 
didn’t detect the absence of cor-
rect information.

In our study, we got a large 
number of eBay users to unwit-
tingly participate. We first deter-
mined the relationship between 
their email addresses, usernames, 
and salutations.1 The subjects 
then received spoofed emails that 
seemed to be legitimate questions 
from other eBay users, to which 
they could respond only by visit-
ing a site where they had to enter 
their eBay usernames and pass-
words. (At the time of the study, 
this type of phishing attack wasn’t 
commonly known but did exist, 
according to follow-up discus-
sions with eBay employees, who 
also determined that the explo-
sion of abuse of this kind wasn’t 
a result of our experiment.) Al-
though the server verifying the 
credentials was an eBay server, 
we used obfuscation techniques 
to make it seem like a selected 
domain so that we could see the 
subjects’ reaction (if any). We did 
this without eBay’s knowledge or 
collaboration, but we proved af-
terward that we couldn’t obtain 
any of the credentials. Many sub-
jects detected the apparent attempt 
to fraud and didn’t enter their 
credentials. To them, nothing 

unusual had happened—with the 
greatest likelihood, this was “just 
another” phishing attempt. A sec-
ond group of subjects did enter 

their credentials—to them, too, 
nothing unusual had happened: 
they believed that they had just 
responded to a query from a peer 
eBay user. In this case, debriefing 
subjects of either type would sig-
nificantly increase the harm done 
to them, which is the opposite re-
sult of a typical debriefing. After 
careful IRB review, we avoided 
the debriefing phase,6 in spite of 
our use of deceit in the study.

We’ve argued here for natu-
ralistic fraud experiments and 
illustrated how to design them. 
We’ve also described some of the 
ethical issues associated with such 
experiments. Although the inter-
section of technology and ethics 
poses difficult questions that have 
yet to be answered, we believe 
that the need to better under-
stand how people interact with 
computers makes such research 
extremely worthwhile. 
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