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ABSTRACT

We present a new authentication protocol called Delayed
Password Disclosure. Based on the traditional username and
password paradigm, the protocol’s goal is aimed at reduc-
ing the effectiveness of phishing/spoofing attacks that are
becoming increasingly problematic for Internet users. This
is done by providing the user with dynamic feedback while
password entry occurs. While this is a process that would
normally be frowned upon by the cryptographic commu-
nity, we argue that it may result in more effective security
than that offered by currently proposed “cryptographically
acceptable” alternatives. While the protocol cannot prevent
partial disclosure of one’s password to the phisher, it does
provide a user with the tools necessary to recognize an on-
going phishing attack, and prevent the disclosure of his/her
entire password, providing graceful security degradation.

Categories and Subject Descriptors

K.6.5.4 [Computing Milieux|: Management of Comput-
ing and Information Systems—Security and Protection, Au-
thentication

General Terms
Security, Algorithms, Theory

Keywords

Phishing, Password Authenticated Key Exchange, Oblivious
Transfer, Doppelganger, Decisional & Static Diffie-Hellman
Assumption, User Interfaces

1. INTRODUCTION

Apart from the direct damage phishing is doing to the
financial industry, it is also seriously threatening to halt
the expansion of ecommerce, due to the erosion of trust
among many computer users. While legislative approaches
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may keep some would-be phishers out of the game, it is
unlikely that law enforcement alone can cause a noticeable
dent in the phishing statistics, making technical counter-
measures important. However, given that phishing is both
a technical and a social problem, such countermeasures are
far from straightforward. Moreover, given the complexity of
the problem, it is not likely that there would be one solution
that would address it in its entirety. Instead, it is likely that
many different solutions will be needed to lessen the success
rate of various types of attacks.

An important first step is therefore to understand the
taxonomy of phishing attacks, allowing us to tailor coun-
termeasures for each class of attacks. Not counting malware
based attacks (such as spyware or keyboard loggers), one
can notice that most phishing attacks consist of a delivery
component (often using spam techniques) and a mimicry
component. The latter presents the victim with informa-
tion intended to cause him or her to divulge particular user
credentials, while being under the impression that he or she
accesses the resource that is being impersonated.

One of the main difficulties of preventing mimicry is what
one may term the security gap between users and their ma-
chines. More specifically, all user decisions are made given
the information users are presented by their computers. Prac-
titioners and researchers alike agree that it is a difficult prob-
lem to determine how to convey to a user information relat-
ing to his or her security status — in particular in the light
of the possibility of the adversary attempting to present the
similar but invalid indications to targeted victims. For ex-
ample, almost all phishers use the logos of the organizations
they are trying to impersonate, and some cause a small lock
(identical to the SSL icon) to be presented in the body of
web pages that are not secured by SSL. Users often do not
realize that the lock icon is in the wrong location, and have
no way of determining that the logos were used by somebody
other than their rightful owners. In fact, many legitimate
companies’ sites add to this confusion, as they place similar
lock logos on their web-pages in numerous spots, in an effort
to convey to customers the belief that their site is secure.
Another reason for the security gap is that users do not no-
tice the presence of warnings or the absence of reinforcing
security information, as supported by [17, 22].

We believe that mimicry will become increasingly sophis-
ticated, with the functionality of entire sites being emulated
by attackers, and in particular, with any type of “secure lo-
gin” windows being mimicked, even if said windows are pro-
vided by the browser. This will circumvent the security of
techniques such as Password Authenticated Key Exchange



(PAKE) [3, 19, 18], which (quite naturally) base their secu-
rity guarantees on being used. We call this new type of attack
a doppelganger window attack as it evades security require-
ments by looking the same as (potentially) secure interfaces
but without offering the “behind-the-scenes” functionality of
these. In other words, the attacker strives to become a dop-
pelganger — or identical twin — of the various interfaces he
wants his victim to see.

Within we introduce the notion of doppelganger attacks,
and offer a first treatment of how to defend against these.
This is done in the context of promiscuous users —i.e., users
who may operate from a large number of semi-trusted® ter-
minals, some of which may not have been used before. We
note that if one instead assumes non-promiscuity, the prob-
lem is simplified, as the user’s computer can automatically
verify (by means of stored state certificates, digital signa-
tures, etc) that a previously visited site is not impersonated.
Indeed, under this assumption, no user login is needed: the
machines can verify each other’s identities by means of cryp-
tographic authentication methods before access is granted
(although in such scenarios a password may still be desir-
able to ensure the legitimate user is using the machine).
Thus, such a setting shifts the emphasis to that of protect-
ing against malware (as is needed to some extent for all ap-
proaches) and securing the initial access to a user machine.

One approach to defend against such doppelganger at-
tacks is that of a secure communications pathway. Tradi-
tionally, these have been used for the initial access of the
user’s machine, but may in principle also be used for any
user authentication process. This corresponds to a solution
in which a trusted third party is placed on a terminal (nor-
mally a portion of the operating system), and is used to
guarantee that all login attempts are made using the in-
tended protocol, and not some fake masquerading interface.
It also ensures that no other process gets access to the cre-
dentials. For example, imagine a solution in which a user
must always — when presented with a secure login window
— press some combination of keys that moves the computa-
tion into a “safe state” in which only very restricted authen-
tication functionality and its interface are made available.
That would shift the problem to that of securing the oper-
ating system, and allow the secure use of standard mutual
authentication techniques, such as the previously mentioned
PAKE protocols. However, in the absence of such a solution,
alternative approaches (such as ours) are necessary.

Our contributions.

We propose a protocol that permits a user interface that
provides users with visual character-by-character feedback?
as they enter their passwords, allowing users to stop enter-
ing their password if they obtain feedback that they do not
recognize—a sure sign of interacting with the wrong site.
While there are numerous ways in which the interface to
such a protocol could be implemented, our goal is to pro-
vide a secure protocol on which such interfaces can be built.
As an example, with our protocol, one could require that
passwords are entered by pointing to keys of an online key-
board over which the feedback images are displayed, or to

'We do not assume that the correct protocols are followed,
but do assume the absence of keyboard loggers, and the like.
A more detailed trust model is presented in section 5.
2While we discuss feedback throughout this paper as visual,
it need not be.
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confirm with the mouse that each image displayed is cor-
rect after it was entered in the keyboard; but these are just
two interfaces that could be hung off the same protocol. Fi-
nally, we point out that while users will be required to recall
passwords, as they traditionally have, they need only recog-
nize feedback, a cognitively much simple cognitive task than
recall.

Our approach, which is based on oblivious transfer (OT)
and (PAKE), is proven secure in several critical ways based
on standard cryptographic assumptions and models.

2. RELATED WORK

The rapid rise of phishing attacks and their potential to
have large negative effects on ecommerce has resulted in a
significant number of researchers trying to solve the phish-
ing problem. The approaches have varied widely, which is
appropriate given the fact that phishing is at heart a so-
cial engineering attack, and thus can take on many different
guises. We briefly review some of the main works in this
area.

Chou et al. [8] use a system that evaluates a given web
page and comes up with a “phishiness” index to indicate the
likelihood that the web page in question is that of a phisher.
Several commercial efforts, among them those by Microsoft
and eBay, involve browser extensions to flag blacklisted sites
(where an updated blacklist is frequently made available for
automated download). A related but academic effort is the
Trust-Bar construction by Herzberg and Gbara [16], which
associates logos with the public keys of the certificates of
visited sites. The use of the logos will hopefully create a
better connection in the user’s mind than the corresponding
certificate.

When a user can knowingly trust the user interface he
or she is using, then traditional cryptographic PAKE pro-
tocols can be used to ensure security, as the phisher cannot
simply bypass them. Therefore, a key issue in overcoming
doppelganger attacks is to produce a trusted path from the
user to the server, when possible. An excellent review of
trusted path is available in [11]. A way to circumvent the
traditional problem of trusted path was recently suggested
by Parno, Perrig and Kuo [21]; their approach involved the
use of an auxiliary device (a cell phone) to maintain trusted
state. Dhamija and Tygar [10] approach the phishing prob-
lem by creating a trusted path between the user interface
and the user. In their proposal a user must select a specific
image which will be superimposed onto all dialog boxes pre-
sented by the browser; it acts as a shared secret between
the user and the browser. This technique does not allow for
promiscuous browser use, and is therefore incomparable to
our threat model.

Passmark™ (also branded as SiteKey) is a product of
RSA Security (EMC), and has recently been deployed by
the Bank Of America website to fight phishing. It augments
on the traditional username/password interface by authenti-
cating back to the user. It does so by first recognizing client
browsers by means of previously installed cookies, and by
requesting the user to enter his username; if the pair is rec-
ognized, then a user-specific image is displayed authenticat-
ing the site. Users are trained not to enter their password
unless they recognize the image displayed to them. While
Passmark is a similar approach to ours, the requirement of
cookies requires non-promiscuous browsing, and thus is a so-
lution for stronger model than the one we provide for. Ad-



ditionally, the client-side portion has some drawbacks. For
example, cookies are not resilient to pharming, and their
techniques do not provide any protection against such at-
tacks. User studies by Schecter et al. [22] have shown that
the approach may not succeed in bridging the security gap
between users and their machines: Subjects in a user study
were found not to react to the absence of Passmark images.
However, these results are specific to interface deployed by
Passmark, and we believe that an appropriately designed
user interface can address this problem. We stress that our
contribution is not interface specific, but rather a security
protocol that allows for interfaces with feedback; these in-
terfaces could be substantially different than that currently
presented by Passmark.

3. DOPPELGANGER ATTACKS

While we have briefly mentioned doppelganger attacks,
in this section we formalize the notion. In a doppelganger
attack, an attacker controls one or more user interface de-
vices (i.e., a display) on a victim’s machine, and produces an
output that duplicates the appearance (and apparent func-
tionality) of a given target site. The attacker aims to make
a victim believe that he or she is interacting with the target
site, while he or she instead is interacting with the attacker.
We consider two classes of doppelganger attacks:

Offline Doppelganger Attacks.

We may assume that the attacker has one or more ac-
counts with the target site. The attacker is permitted to
communicate with the target site in a polynomial number of
sessions in order to collect any pertinent information. Next,
the attacker constructs a doppelganger site, and tries to
cause the user to enter her credentials (associated with the
target site) as input to the doppelganger site; the attacker
may not interface with the legitimate site during this time.
If the credentials are released, the adversary is thought to
be successful.

Let us now consider the need for interactivity to address
offline doppelganger attacks in the absence of a trusted path
between the user and the interface. Suppose to the contrary
that the there is no feedback to the user during password
entry. Any feedback given to the user before password entry
can be duplicated by a offline doppelganger attack. This at-
tack is mounted by having the attacker enter the username
of the client into the authentic site’s page, storing the result-
ing display feedback, and ceasing communication with the
authentic site. Now if the same user accesses the doppel-
ganger site, the attacker looks up the display information
and presents a doppelganger display to the user, who will
then enter her password. Alternatively, if authenticating in-
formation is only displayed after the password is entered,
then an attacker will have the user provide her username
and password, and will simply not provide the appropriate
feedback. The user may realize that she was attacked, but
her password has been disclosed to the attacker.

Online Doppelganger Attacks.

In this case the attacker is permitted all of the benefits
of an offline attacker, but is not required to terminate com-
munication with the authentic site once it starts trying to
convince users about the authenticity of the doppelganger
site. Thus, this is a type of man-in-the-middle (MIM) at-
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tack. We distinguish it from tradition cryptographic MIM
attacks, because here the attacker is interacting at the in-
terface level, as opposed to the protocol level that cryptog-
raphers are concerned with.

Given our model implies that the user has no shared secret
with her machine, and that there is no piece of trusted real
estate on her display, it follows that there is no image that
her machine can display that cannot be duplicated by the
attacker. In this attack model, without additional assump-
tions, the online doppelganger attack cannot be prevented.

4. A HIGH-LEVEL VIEW OF OUR GOALS

Before describing our approach in more detail, it is impor-
tant to consider the potential danger presented by provid-
ing gradual feedback. Among cryptographers, it is a well-
understood design principle to maximize the entropy of the
distribution from which secret credentials are drawn, by not
processing these little by little. In particular, if a server
were to verify an entered password character by character as
these are entered, and halt if an incorrect character is seen,
then this will very clearly allow for an interactive divide-and-
conquer approach to determining the password of a victim.
We are well aware of this potential threat, and address the
problem as follows:

Gradual and flexible feedback.
We place two requirements on our solution:

1. The server should not obtain any partial credentials
during the execution of the protocol, but only after the
human user (of the client side) has approved all grad-
ual feedback material. This is to prevent the scenario
where an attacker learns a few bits of a user password
in spite of not knowing the correct visual feedback.

2. Each feedback item should be dependent on the most
recent prefix of the credential, i.e., on all the characters
that have been entered. This is both to maximize the
min-entropy of the feedback, which in turn increases
security, and to secure against temporary failures to
recognize invalid visual feedbacks. Namely, and as
we will later describe in more detail, we assume that
users may occasionally fail to recognize incorrect vi-
sual feedback, and we want to make sure that the first
mismatch between the user-entered password and the
version stored by the server causes all consecutive feed-
back to be incorrect.

These two requirements may appear to be in contradic-
tion with each other, since the first suggests that the server
cannot learn any information until the protocol completes,
whereas the second states that mistakes to recognize invalid
feedbacks are aggregated. However, this apparent contra-
diction can be resolved by the use of oblivious transfer tech-
niques; these allow the client to index (using the credential
prefix) a database of feedback items that is unique to the
user in question.

Side channel attacks.

An attacker can only improve his chances of success (be-
yond that of guessing the password) by either performing
shoulder surfing on a victim (which is excluded by our ad-
versarial model, as will be detailed next), or by interacting



as a man-in-the middle with both the victim and the server
a large number of times.

In the former case, the attacker would have to start a
session with the server; guess a first credential prefix; and
compare the resulting feedback to the observed feedback (re-
trieved through shoulder surfing). This would have to be
done repeatedly, which would provide a practical indication
of attack. We note that typical implemented authentica-
tion systems allow for only between three and ten mistakes
before special action is taken; in this context, this first at-
tack is less serious than the doppelganger window attack
would be in the absence of our countermeasure. In the lat-
ter case, the attacker would attempt to infer the expected
sequence of feedback items by populating an entire mali-
cious database with the images retrieved through interac-
tions with the legitimate server, and determine from the
user’s reaction whether this was the correct image or not.

We provide a solution that allows for a careful analysis,
while operating in a threat model that is practically oriented.
We use oblivious transfer techniques to allow the exchange
of feedback and credentials, without leaking the credentials.
If the human user accepts the feedback items, then a tradi-
tional PAKE protocol is performed on the then-fully-entered
credential. While the traditional use of oblivious transfer
techniques would render our approach impractical to the
extent that it would not be deployable, we are providing
some new efficiency improvements that bring down the costs
to a range where the technique offers substantial promise.
However, for common deployment in settings where com-
putational resources are scarce, further improvements may
be necessary; we hope that our proposed design can spur
follow-up work that lowers the costs to the extent that the
associated techniques are truly practical.

5. THE MODEL

Participants.

We consider the following participants: human users (also
referred to plainly as users); user machines; target sites (ser-
vice providers with established relationships to users); and
the adversary. We assume that users have pre-established
shared secrets with target sites (passwords to be remem-
bered and feedback to be recognized), and that these are
relatively short (i.e., not of sufficient length to allow secure
usage as cryptographic keying material.) There are no pre-
established secrets between user machines and target sites.

Adversary.

We consider a remote adversary; while the problem of
shoulder surfing is a realistic threat in some contexts, it is
rather unlikely in the context of phishing attacks. In prac-
tice, we also believe that users are also more likely to under-
stand and protect themselves from shoulder surfing attacks
than phishing attacks; this is because shoulder surfing exists
in the real world, where people have a strong intuition for
such security contexts, as opposed to phishing which relies
on a completely artificial security context provided by the
browser’s user interface.

The adversary is assumed to be able to direct selected vic-
tims from a target site to a site controlled by the adversary.
The adversary may also control selected processes running
on the user machine (as described below), and may interact
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with the target site before or during an attack (as detailed
in section 3). We consider a two-tiered adversarial model to
capture two different possible strengths of the attacker. In
a first model — which we refer to as the offline model — the
adversary is relatively weak and may simply impersonate ei-
ther client or server to the other, but is not able to able to
perform an active man-in-the-middle attack.

In the second model — the online model — the adversary
controls the scheduling of all network traffic, and may in-
ject messages of choice in the network. While the online
model is more commonly considered cryptographically, the
offline model has practical merit as various risk assessment
tools run on the back-end of online banks have the poten-
tial of detecting plausible man-in-the-middle attacks given
the bursty traffic patterns often associated with phishing at-
tacks.> While a well masqueraded man-in-the-middle attack
can be run by first placing malware on the client machine
(after which the intermediary would run on this machine),
such an attack automatically bypasses all known client-side
security measures by virtue of its strength.

User machine.

We do not assume that the user machine has any stored
state relating to previous login sessions (for the given user or
others), nor that the target site has any information relating
to any potential public key associated with the combination
of the user and the target machine*. Furthermore, we model
the machine as a semi-trusted node: (a) we assume that all
processes are isolated from each other, and cannot access
each other’s storage, input, or output, except for any in-
formation transmitted over the network; and (b) competing
processes may run independently of each other, may display
information to the user, and will receive any user input en-
tered in their respective windows. Finally, we do not assume
the existence of so-called secure chrome, or any other secure
monitor real estate.

Computational assumptions.

We assume that we are functioning in the random oracle
model, which assumes that before the protocol begins, a ran-
dom function H : {0,1}" — {0, 1} is made available to all of
the parties. ® Other than this, the standard cryptographic
assumptions apply: all parties are limited to computing in
probabilistic, polynomial time. We note that the random
oracle is needed to provide an efficient Oblivious Trans-
fer algorithm that satisfies stronger security requirements
than are normally required. In essence, we require a lim-
ited form of non-malleability against a man-in-the-middle.
Further, many PAKE protocols make use of the Random Or-
acle model (the exception is the work of Katz et al. [18], but
this protocol is not widely deployed). Finally, our protocol

3Given the risk of takedown, currently taking only in the
range of a some hour using services like Cyota or Markmon-
itor, phishers are forced to perform attacks with a massive
parallelism in a short period of time.

4This would otherwise contradict our requirement of allow-
ing promiscuous accesses of target sites.

SWhile its known that arbitrary protocols proven secure in
the random oracle model cannot be securely implemented [7,
1, 15], in practice it has shown to be an effective heuristics,
and the RSA-OAEP sub-protocol of TLS is already reliant
on the assumption, so from a practical point of view this
assumption is the same as the one currently made.



relies on the traditional Decisional Diffie-Hellman (DDH)
assumption, and a new stronger but seemingly reasonable
assumption based on it and related to that Static Diffie-
Hellman problem, where the adversary has limited access to
an exponentiating oracle.

It addresses the scenario in which protocols that effec-

tively give adversaries access to static DH oracles OY(z)
z¥ that raise group elements to the power y when only
g? is known by the adversary. Examples include ElGamal
[13] in the case of chosen ciphertext attacks, and the Ford-
Kaliski Key retrieval protocol [12]. This has been studied
to some extent in the computational Diffie-Hellman case by
Brown and Gallant [6], who show connections between it and
the hardness of the underlying Discrete-Logarithm problem.
However, the issue has been left seemingly unstudied in the
stronger decisional case. In particular, we posit that having
access to such an oracle OY for a small constant number of
queries, say t, is helpful only in computing ¢ Diffie-Hellman
values, and is not of any other help in distinguishing even a
t + 1st Diffie-Hellman value from random, even if the values
g*t, ..., gt of interest to the adversary were known in adv
ance. This is formalized below. We believe that this new
assumption may of interest in its own right, and deserves
further study.

Computational Assumption 1. Let IG be an algorithm that
takes as input a unary security parameter, and outputs a
cyclic group G with generator g and it order £ = | < g > |
(i.e., say by generating a prime p = 2¢ + 1 for prime ¢ that
is n-bits long, and outputting an element of the cyclic sub-
group of Z; that is of order £). The Limited Static Diffie-
Hellman (LSDDH) assumption holds if for all probabilistic
polynomial time algorithms A, for all constants ¢ > 0, con-
stants s,t € Z (t < s), and for all sufficiently large n:
Aoy”(G7 9,9, ..., %, ¢¥) — o;

Ao, g(zjy))

Pr
®1,..Ts5,YE€U L
J€uZs

Pr
T1,..Ts,Y, T €Y Ly
J€EUu”Z

s

Aoyt (G7 g?g:L‘l’ ""7gl‘s7gy) - O’; }
Ao, g")

where OY(x) 2 z¥, but which is restricted in that the or-
acle can only be queried t times before it stops responding.
Additionally, G represents a compact description of any in-
formation necessary to compute multiplications on the group
elements, and not the elements of the group.

Observe that in the above assumption we have that when
the adversary has no access to the oracle (¢ = 0), then
the definition reverts to the traditional Decisional Diffie-
Hellman assumption. We note that our restriction of a con-
stant number of queries to the static oracle is because it suf-
fices for our needs and is a weaker assumption than allowing
a polynomial number of such queries. Finally, we assume
this assumption holds in the traditional groups where DDH
is assumed to hold.

6. CRYPTOGRAPHIC SUB-PROTOOCOLS

The DPD protocol is built on top of two cryptographic
primitives: (7)-Oblivious Transfer (OT) and Password Au-
thenticated Key Exchange (PAKE). Efficient protocols that
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implement these primitives are well known in the crypto-
graphic community. We give brief and intuitive descriptions
of these two essential elements.

(1)-OT.

This is a primitive between a chooser and a sender, where
a chooser learns one string from n possible strings of the
sender. The security properties of OT ensure the following
security properties:

1. The chooser learns only the string that it has chosen
from the sender.

2. The sender does not learn which string the chooser
chose.

PAKE.

This is a primitive in which a client secretly exchanges
a cryptographic key with a server with which it has previ-
ously shared a small (generally human-memorizable) pass-
word: the difference between the password and the crypto-
graphic key begin that the former comes from a distribution
with relatively low entropy. The security properties ensure
that a passive adversary has essentially no chance of guessing
the exchanged key, whereas an active adversary’s ability to
guess the exchanged key is no more than /D, where ¢ is the
number of interactions that the adversary has with the client
or server, and D is the size of the dictionary from which the
passwords are chosen. Observe that if the key-exchange is
based on a password, this is essentially an optimal security
condition, as an adversary can always guess a client’s pass-
word with a probability of ¢/D. This is done by choosing ¢
different passwords from the dictionary, and actively logging
on to the server with each of them and seeing if one of them
is correct.

7. DELAYED PASSWORD DISCLOSURE AND

ITS SECURITY

Ideally, we would like our DPD protocol to behave like a
password authenticated key-exchange protocol, but with the
added property that associate with each client’s username
and password is a vector of values (yi,..,y.), which we can
think of as representing images that the user expects to see
after entering each character of her password. ¢ Similarly,
we think of having each client’s account on the server asso-
ciated with the client’s username and password as well as
a random function Z. We would like to think of Z being
given to a trusted third party, and as the client enters her
password, after each character ¢; the value of Z(¢1,. .., d;)
is revealed to the client, and only if Z(¢1,...,¢;) = y; for
each j, will the user be convinced that she is dealing with
the correct server and agree to perform the password au-
thenticated protocol with it.

In order to create our protocol, one initial thought might
be to consecutively perform a series of PAKE protocols, one

SFor a practical implementation, it would be excessively slow
to transfer a large number of images. Therefore, we imagine
that instead of having a database of images, the server has
a database of indexes to images that are actually transfered.
The user then uses the index to look up the image in a
local database, or the user can alternatively use the index to
produce an image via random-art techniques (such as those
presented in [9]).



for each character in the password ¢ = (¢1, ..., »m) that the
client has shared with the server. The ‘shared password’ for
the " execution of a PAKE protocol is the i** character,
¢;, of the password ¢. If both parties agree on ¢; as the
i*® character of the password, then a shared key would be
established between the client and server, and this can be
used to transmit the image corresponding to the i*" char-
acter of the password ® from the server to the client. The
security properties of the PAKE protocol would ensure an
adversary, masquerading as the server, would not learn the
characters of the password, when sent by the client.

Unfortunately, such a proposal has several problems. First,
when the server and the client do not agree on a character
in the password, then which image is displayed to the user?
Since the client can easily establish the disagreement over
characters, it might seem reasonable for the client to dis-
play a random image in such a scenario. However, this will
not work as it would permit an adversary acting as a client
to easily perform a server-probing attack on the client’s pass-
word: the adversary would guess the first character of the
password, and look at the image displayed. It would then
repeat the protocol with the server, guessing the same first
character. If the image displayed in both cases is the same,
then with high probability this is the correct first character
of the password, otherwise the adversary is guaranteed that
this is not the first character of the password. By repeat-
ing this process, the first character can be determined, and
then the process repeated. In order to prevent such a simple
probing attack, we would like to ensure that for any incorrect
prefix of the password the same incorrect image is displayed,
no matter how many times the protocol is invoked.

An OT protocol solves many of the above problems. It
allows one to have a database of images: one image for each
possible prefix of the password. When the first character of
the password is input by the the client or adversary, it is used
to index into the database via the OT protocol to retrieve
the corresponding image. Because the database is fixed, it
does not matter how many times an adversary imitates a
client, the same password prefix will always result in the
same sequence of images. Further, because the OT protocol
ensures that the server does not learn what position of the
database was queried, if the adversary were simulating the
server it would not learn the password prefix supplied by
the user. Finally, because the server is guaranteed that the
client learns exactly one database entry, there is no fear that
a large number of feedbacks can be retrieved by a phisher
with a small number of interactions with the server.”

This OT solution seems quite reasonable and seemingly
solves the problem. However, when one considers that the
running time for even the fastest OT algorithms is, by ne-
cessity, proportional to the size of the database, and the
database size would be roughly proportional to the space
from which clients and servers select passwords, it is clear
this is not a practical implementation. In order to cir-
cumvent this problem, a series of OTs are performed on
databases the size of the password alphabet (one OT for
each character in the password), where each character of the
password is used to index into a separate database. These
databases are populated with ‘image feedback’ that is depen-

7If such learning were possible, then conceivably the phisher
could later use the collected feedback information from a
small number of interactions to perform an offline doppel-
ganger attack.
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dent on the previous selection of the user, thereby imitating
the notion of performing an OT on the entire prefix of the
password. However, this dependency contradicts the goal of
keeping the user’s selection secret from the server. There-
fore, before the client performs an OT with the server, it
needs to communicate to it the prefix of the password that
has already been entered, so the server’s database can be
made dependent on it. This must be done in a blinded
fashion, so that the nothing about the prefix is lear ned by
the server, but in a manner that allows the server to make
the DB dependency. This is done through the use of some
Diffie-Hellman exchanges.

Once the entire protocol has been entered by the client and
it has received all of the expected feedback, then it should
be convinced that it is talking to the correct server, but the
server still has not received authentication from the client.
Therefore, a traditional PAKE protocol is then executed.
The entire protocol is described in the next section.

8. THE DPD PROTOCOL

From the DDH Assumption®, we assume that for a given
security parameter n IG(1") — (G, g, q) where g is the Gen-
erator of the group G and ¢ is the order of the group. We
will assume that these are fixed for the remainder of the
protocol’s description.

Let ¥ be the alphabet over which passwords are chosen,
where we assume that || is a small but reasonable constant:
in practice this might be in the range of 64 to 256. We as-
sume that a client C' and a server S have previously shared
a password ¢c = (¢o, .., pm—1) € L™ where m is the length
of the password in characters, in practice this would be ap-
proximately 8. When this password was agreed upon, the
server randomly selected a pseudo-random function (PRF)
Fe : {0,1}" — {1,...,q — 1} from an appropriate genera-
tor. This function is used to construct an alternative PRF
Zg,Fo : UM, £ — G, which can be computed in an inter-
active and blinded way by the DPD protocol. The feedback
for the user on input of ¢; is Zg, r (¢0, ..., $m ). The function
T is defined below:

Zg.re(d0) =
Ig,Fc(¢O7---,¢i) = y'FC(lE‘ o)

i—1

>

gFC(¢'0) =0

=y (1<9)

The DPD protocol is given in Fig. 1, followed by the OT
protocol intended to be used in Fig 2. Note that it is only
the OT protocol that uses the random oracle H. This OT
protocol is a simple modification of that presented by Naor
and Pinkas [20], which itself was a modification of a protocol
presented by Bellare and Micali [2]. We refer the reader to
these references for proofs of security of the OT protocol.
We do note specify a particular PAKE protocol, as their
efficiencies are fairly similar, and the protocol is only called
once. Therefore, any of the PAKE protocols described in
[18, 4, 5, 14] should suffice.

Security Against Passive Doppelganger Attacks.

In order to prove security against passive doppelganger
attacks, we consider a scenario where an adversary wishes
to convince a specific user C' to log-on to his fraudulent

8We remind the reader that this is a special case of 1, and
DDH is implied by it



Client Server
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Fo:{0,1}" — {1,...,q— 1}
g g
Round 0
C

Do, — g™l (j < |Z).

(%N)-OT (0, Do)
Yo < Do, g, - - Do = (Do,0, ..., Do,|x-1)

If y4 # yo then halt input :
Round 1 <i<m

i €y {l..¢q — 1}
(yi-1)"
. Dij  aFelis
for 0 < j < |X|.

('?')—OT(@-,DZ-)

Y= Dll/;l - - D; = (Di0y -, Dy 21-1)

If 3, # y; then halt inplit

End Round i
PAKE((S, ¢c||Y), (C, ¢c|Y))

Figure 1: The DPD protocol between the client C and the server S. In the description (‘?‘)-OT(@,D})
represents the execution of the oblivious transfer protocol described in Fig 2 where the client C is selecting the
¢ith element from the possible choices represented by D;. PAKE((S, ¢c||Y), (C,¢c||Y)) denotes the execution
of the PAKE protocol by the client and server, where each use the password Pc concatenated with Y as the
password for the PAKE protocol, and the usernames S and C as inputs to the protocol.

Chooser Sender
Input ¢ € [1..n] Data: Dz, .., Dy,
Choose 1 €y [1..q — 1]
Choose k €y [1.q — 1] < 9°,C1,...,Cn Choose C4, ...,Cn €y Zy.
PK
Let PK = C;/g" » For each j let PK; = Cj/PK"

Choose s,t €y {0,1}"
For each j let V; = H(PKj,s,j) ® (Dj,t)
Let (D, t) = H(PK} = g%, s,i) & Vi Vi) Vi, 8, M Let M = H(t,Vi, ..., Vu,g",C1, ..., Cn, ).
TE H(t, Vi, o, Viiyg"s Cs ooy Gy 8) £ M
output L
O.W. output D

Figure 2: An efficient OT-protocol based on that of Naor and Pinkas [20] that is provably secure in the
RO-model. As noted in Figure 1, the protocol has a linear complexity in the number of possible choices.
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phishing web-site, that is spoofing a server S that the client
has previously established a password ¢ with. We assume
that the adversary has access to an honest server as an or-
acle. The adversary is allowed to interact with this server
as many times as it wishes. Intuitively, it is at this point
that the adversary attempts to learn all information that is
needed to fool the user later into logging on to the phishing
site. Afterward, the adversary is given a challenge password
¢, and asked to produce the images that correspond to it.
This is to model the fact that a user should stop entering her
password when incorrect feedback is returned. The adver-
sary is successful if it can return Z¢(¢) (i.e., the appropriate
feedback corresponding to the password ¢)

We begin by observing that the PRF Z¢ is really pseudo-
random.

THEOREM 1. Assuming F' is a PRFG and the DDH as-
sumption holds relative to the cyclic group G with generator
g then I is a PRFG.

PRrROOF. See Appendix A for a proof sketch. [

Next, we consider our adversary’s ability to generate ap-
propriate feedback for a random password.

THEOREM 2. Let F' be a pseudo-random function gen-
erator. For all probabilistic polynomial time oracle adver-
saries A, for all ¢ > 0 and for all sufficiently large n: let
IG(1™) — (G,g,q) be a group generated in which the DDH
assumption holds, and the order of the generator q is prime;
Let C be a client and S be a server that have previously
shared a password chosen uniformly at random from a dic-
tionary D = ™ where m is a small constant; assume the
server has associated PRF Fc with the client, and estab-
lished the feedback Zc(P) = y1, ..., Yn; then:

Fec ey F;
¢' €u D;
AZ(1") — 03 A(0,¢') — Ty,0(9)

where q represents the number of times A has commenced a
new attempt to log-on with the server oracle S. The proba-
bilistic experiment includes the selection of Fc, ¢', the ran-
dom choices made by A and random choices made by the
oracle Sc.

PRrOOF. See Appendix A for a proof sketch. [

Pr <q/|D|+ 1/n",

Security Against Adversarial Clients and Servers.

We consider the models where we have an adversarial
client interacting with an honest server and the opposite,
an adversarial server interacting with an honest client. We
show that in each case the adversaries are at least as re-
stricted as they are in a PAKE protocol.

THEOREM 3. An adversarial client’s ability to share a key
with an honest server is no better than an adversary’s ability

to break the embedded PAKE protocol. (i.e. no better than
approximately ﬁ, where q is the number of interactions of
adversary with the honest server and D is the size of the
dictionary).
PROOF. See Appendix A for a proof sketch. []
THEOREM 4. An adversarial server’s ability to share a

key with an honest client is no more than 1/| < g > |, where
g is the generator of the group used in the DPD protocol.

PrOOF. See Appendix A for a proof sketch. []
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Security Against Man-In-The-Middle Adversaries.

Clearly, it is interesting and imperative to ask what se-
curity guarantees hold against strong MIM adversaries. In
order to do this, a formal model must be defined. The au-
thors are currently working toward a proof of security in the
model proposed by Bellare et al. [3] for proofs of security of
PAKE protocols. In this model it is clear that the adversary
can completely determine a client’s password with O(m|%])
interactions with the server and the client (modeled as ora-
cles by [3]) using the described on DPD in Section 4, and we
believe this is the best the attacker can do. We note that this
is clearly a much more adversarial model than present day
phishers are performing, and therefore our security guaran-
tees in the previous models have practical value.

9. FUTURE WORK AND CONCLUSIONS

We believe that the phishing problem is currently one of
the biggest threats to computer security, and more attempts
must be made to apply different security techniques at the
different choke-points of the phishing problem, in order for
it to be addresses. We believe the DPD protocol is an in-
teresting attempt to apply cryptographic techniques to that
problem, and that the protocol developed is practical for sit-
uations where the servers computational load is not an issue.
We hope this work encourages other to attempt to optimize
this protocol or otherwise address the phishing problem with
cryptographic techniques.
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APPENDIX
A. PROOF SKETCHES

In this appendix we give the proof sketches for the previ-
ously stated theorems from Section 8.

THEOREM 1. Assuming F' is a PRFG and the DDH as-
sumption holds relative to the cyclic group G with generator
g then I is a PRFG.

PrOOF SKETCH. We think of 7 as a number of functions
T :U, X — G as being a series of functions {I* : ¥’ —
G}i<n. The proof is done by induction replacing each H;
with a corresponding random function. First, however, by
the assumed security of the PRFG F, we replace Fo with
a randomly chosen function F. Because the construction
of I;, F ensures that Fc is never queried on the same in-
put twice, we see that the output of Z' is that of a ran-
dom function. For the inductive hypothesis we assume that
the distinguishing capability of the adversary is approxi-
mately the same when for 1 < j < ¢ the function Z; has
been replaced by a random function fj, as it is when all
of the appropriate Z functions are used. For the induc-
tive step, assume for for contradiction that there is a large
gap in the distinguishing probability in the case where for
1 < j < i+ 1 the functions Z? have been replace with ran-
dom functions Z7. This implies that there is an ability to
distinguish the output Z*™! from that of a random function
7' on some distribution of inputs ¢ which can be found
through hybridization techniques. The output of such a
function is I;"’*'C}’Fc(qbo, ey Git1) = fi(qﬁo, ‘“7¢i)F(|Z|-i+¢z‘) -

g" PS¢0 where T%(do, ..., 1) = ¢", and by the DDH
assumption this cannot be distinguished from a random out-
put. O



THEOREM 2. Let F be a pseudo-random function gen-
erator. For all probabilistic polynomial time oracle adver-
saries A, for all ¢ > 0 and for all sufficiently large n: let
IG(1™) — (G, g,q) be a group generated in which the DDH
assumption holds, and the order of the generator q is prime;
Let C be a client and S be a server that have previously
shared a password chosen uniformly at random from a dic-
tionary D = X™ where m is a small constant; assume the
server has associated PRF Fc with the client, and estab-
lished the feedback Tc(P) =y, ..., Yn; then:

Fe ey F;
¢ ey D;
AZ(1") = 05 A(0,¢") — Iy,0(9)

where q represents the number of times A has commenced a
new attempt to log-on with the server oracle S. The proba-
bilistic experiment includes the selection of Fc, ¢, the ran-
dom choices made by A and random choices made by the
oracle Sc.

Pr <q/ID| +1/n,

PROOF SKETCH. In this scenario, it is clear that the PAKE
protocol that is executed at the last step of the DPD proto-
col neither hinders nor helps the adversary, as this theorem
is about learning the function Z. Imagine that the adversary
is honest but curious. Then in this setting each interaction
of the adversary with the server oracle S, giving a password
@' results in the adversary learning Z¢ (y) for each prefix y of
¢'. The security properties of the OT-protocol ensures noth-
ing more is learned. The pseudo-randomness of the function
Zc guarantees that knowing the value of the function on
certain values in the domain gives no predictive power for
other points in the domain. Therefore, when A receives ¢',
the probability that the adversary has already queried Z¢(¢)
is at most ¢/|D|, and the probability that it can successfully
produce Z¢(¢) without querying it is negligible.

Next, we must consider what happens when the adversary
does not honestly follow the client’s protocol. There are two
places where this can occur: when the adversary sends a
flow PK in an execution of an OT sub-protocol and when
the client sends the blinded «; in each round ¢ > 0, which
allows the server to compute the function Z¢ appropriately.

Suppose the adversary ever sends an incorrect PK flow
in one of the OT-Protocols, then the security properties of
the OT-protocol ([20]) state that there is a simulator that
the adversary could have executed, and received the same
distribution on outputs of the OT, and therefore we can con-
sider an adversary that never sends errant PK flows, as they
could always be simulated. Next, assume that the adversary
sends an incorrect value o, as opposed to the value a; that
the honest client would compute. The protocol will clearly
continue to function, but the values in the vector D; change.
In particular in this scenario the adversary essentially gains
access to an oracle that will compute VFe U=+ for a value
j < |X] of the adversary’s choosing.
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Suppose that an adversary that makes such queries out-
puts Zy,c (¢) with probability non-negligibly better than ¢/|D|
when only ¢ interactions with S are performed. This im-
plies that having access to this ability to calculate the or-
acle is beneficial to the adversary, and contradicts the LS-
DDH assumption when at most |[X™| queries to the oracle
are allowed. We note that such a limit on oracle queries is
sufficient, because an adversary who makes this many inter-
actions with S can always recover the complete description
of Z. [I

THEOREM 3. An adversarial client’s ability to share a key
with an honest server is no better than an adversary’s ability
to break the embedded PAKE protocol. (i.e. nmo better than
approximately ﬁ, where q is the number of interactions of
adversary with the honest server and D is the size of the
dictionary).

PRrROOF SKETCH. Since the adversary has no predisposi-
tion as to what the correct feedback should be, there is
no advantage in receiving any of it. In particular, given
a client adversary that shares a key with probability p with
an honest server using the DPD protocol, we can construct
an adversary that has the same effectiveness against the em-
bedded PAKE protocol. The adversary would simply choose
a random function Z¢ to simulate the interaction in the first
rounds of the protocol until the PAKE protocol was initiated
at the end of the DPD protocol, at this time, the adversary
would interact with the legitimate PAKE protocol.

Since the simulation is essentially perfect, the adversary’s
success rate against the PAKE protocol would be no worse
than its success against the DPD protocol. []

THEOREM 4. An adversarial server’s ability to share a
key with an honest client is no more than 1/| < g > |, where
g is the generator of the group used in the DPD protocol.

PRrROOF SKETCH. In order for an adversary to convince
an honest client to share a password with it, it must provide
the correct feedback. An adversary that has no information
about the feedback is forced to guess randomly, as feed-
back is in effect chosen randomly. Since, the ability of the
adversarial server to guess the appropriate feedback is neg-
ligible (it must guess a randomly chosen group element just
to get the feedback correct for the initial character of the
password), the probability of adversaries success is no more
than 1/] <g>| O



